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Abstract—Verifiable fully homomorphic encryption (FHE) en-
ables a client to verify the correctness of homomorphic
computation by an untrusted server. A promising paradigm,
FHE-over-SNARK, proves correctness at the FHE plaintext level
and has proofs scaling at least logarithmically with circuit size.
The alternative, proving at the ciphertext level (i.e., SNARK-
over-FHE), forces non-arithmetic FHE maintenance operations
into the proven relation and inflates circuit size by orders
of magnitude, yet offers constant proof size. Proving FHE
computation with the classical LPCP approach introduced by
Bitansky et al., later enhanced in LUNA, follows this paradigm.

We revisit the LPCP framework and lift it into the FHE-
over-SNARK paradigm, obtaining proofs of constant size,
independent of the circuit size. Our key technique, an encoding-
ciphertext multiplication, allows us to prove arithmetic relations
on the plaintext level by preserving the homomorphism of the
underlying messages of both the encodings and the ciphertexts.
By leveraging this technique, our protocol leaves the costly
maintenance operations entirely outside the proof relation.
The resulting protocol, Encore, also natively supports SIMD
operations and is agnostic to the circuit structure. The security
of Encore is based on a multi-key variant of strict linear targeted
malleability (LTM), which we show to be equivalent to the
standard LTM assumption of prior LPCP-based SNARKs. We
further present a distributed prover framework, d-Encore, so
that the proof generation is distributed for efficiency to multiple
sub-provers, while the verifier checks one succinct proof.

On a 220-gate circuit mixing multiplication and addition,
with SIMD ring dimension 214, Encore produces a 4.64 MB
proof in 9.38 single-core hours and verifies it in under 10 ms.
This improves on Phalanx and Blind ZK by three to five orders
of magnitude in prover time, proof size and verification time;
on RAA by five orders of magnitude in proof size and 2.09× in
prover time; on Laminate by 2.87× in proof size and 1.19× in
prover time; and on Lasagne by 30.7× and 2.55×, respectively.

1. Introduction

Outsourcing computation to untrusted servers raises two
orthogonal concerns: privacy of the data and integrity of the
result. Fully homomorphic encryption (FHE) addresses the
first, letting a server compute directly on encrypted data, with
applications spanning private information retrieval [22], [31],
[32], oblivious message retrieval [23], [38], [44], [45], [46],
[47], privacy-preserving machine learning [36], [37], and
single secret leader election [8], [41], [62]. After a decade
of progress [10], [15], [16], [18], [19], FHE is now practical

for many such tasks, and schemes like BFV/BGV [10],
[11], [12], [19] enable SIMD operations to improve the
throughput of homomorphic evaluation. Integrity, however,
remains largely unaddressed: A malicious server can cheat in
the homomorphic evaluation and return a ciphertext with an
incorrect plaintext. A client holding only ciphertexts has no
way to detect it. Verifiable FHE (VFHE) [59] or Verifiable
Computation over Encrypted Data (VCoED) [27] closes this
gap by additionally requiring the server to prove its honest
evaluation. The natural tool for such a proof is a succinct
non-interactive argument of knowledge (SNARK), which
offers sublinear proofs and fast verification. Yet composing
SNARKs with FHE is far from straightforward, and this has
given rise to two paradigms.

A promising line, FHE-over-SNARK, evaluates the
SNARK statement inside FHE schemes and thus transforms
the proof relation to the plaintext level. Its structural shift
makes all non-arithmetic maintenance operations fall outside
the proven relation entirely. Works such as Blind ZK [24],
Phalanx [66] and RAA [33] fall under this paradigm, and
are built on a polynomial commitment-based framework,
where the SIMD property is used to pack the commitment.
However, as observed in [53], the SIMD slot capacity is fully
consumed by polynomial commitments, forcing the payload
to run without parallelism. RAA makes the commitment
itself linear-time by replacing the Reed-Solomon code with
a non-binary RAA code, but likewise fills the slots with the
wires of a single instance and yields a proof scaling with the
data slot capacity. Indeed, it is unclear how to enhance these
three protocols to support SIMD FHE payload efficiently.
Recent works like Laminate [53] and Lasagne [67] support
native SIMD packing on FHE data and further improve the
prover-side performance by building on the GKR framework,
while still having non-constant proof size.

An earlier line follows the paradigm of SNARK-over-FHE,
which tries to directly parse the homomorphic evaluation as
a language and use existing SNARK frameworks to prove
the statement. The adaptation is conceptually direct while the
major drawback is that the proven relation is performed on
ciphertexts. This makes the performance under this paradigm
really limited, since the practical FHE schemes rely on non-
arithmetic maintenance operations, such as relinearization,
key switching, modulus switching, and bootstrapping, that
must either be simulated inside the proven relation or proven
separately, inflating circuit size by orders of magnitude.

Among SNARK-over-FHE, there is a line following linear
probabilistically checkable proof (LPCP) [9], [35], [56] over
a quadratic arithmetic program (QAP) [6], [25], [28], [52]



that offers a property the GKR line structurally cannot:
constant proof size and verification independent of the
witness size. These constructions, however, were largely set
aside as impractical for verifiable FHE since, when applied
naturally, an LPCP proves homomorphic evaluation at the
ciphertext level and incurs significant overhead due to non-
arithmetic maintenance operations [59]. Moreover, to support
ring arithmetic, either the encoding scheme is stretched to
embed the entire ciphertext space, which increases proof
size [25], or the large ring operations are reduced to field
operations, which increases the circuit (see § 1.2). For these
reasons, the LPCP line was deemed a poor fit, and recent
work moved toward GKR [53], [67] or linear-time codes [33].
Thus, we pose the following question: Can we build an FHE-
over-SNARK that has constant proof size and verification,
and also natively supports SIMD FHE operations?

We answer this question affirmatively, showing that the
LPCP/QAP framework can be adapted into an FHE-over-
SNARK with a circuit-dependent setup, constant proof size,
and witness-independent verification. Crucially, the payload’s
SIMD packing is left untouched during proof generation:
each wire is a single packed BGV ciphertext occupying
all D slots, so the relation is proven slot-wise without
rearranging the data. The design rests on two deliberate
considerations. First, the choice between the polynomial-
commitment-plus-IOP approach [3], [24], [33], [66] and
LPCP trades public verifiability for a designated verifier
to get rid of the polynomial commitment. Under verifiable
FHE, this is the natural default1, so we adopt it. Second,
against the GKR/sumcheck approach [33], [53], [67], the
LPCP framework yields a constant-size proof independent
of circuit depth and the number of queries.

We further extend our protocol to a distributed-prover
setting to meet the throughput requirements of real deploy-
ments. Distributed SNARKs [39], [43], [54], [63], [64], [65]
have long been studied, while all of them work over finite
fields and rely on field-specific machinery that does not
transfer to ring arithmetic, leaving distributed proving for
the ring-native FHE setting open. We close this gap with
an aggregation framework on top of our FHE-over-SNARK
protocol that composes sub-proofs into a succinct proof to
preserve the constant proof size while dramatically reducing
the runtime for proof generation for large-scale circuits. A
formal comparison appears in Table 1.

1.1. Our Contributions

We introduce Encore, an FHE-over-SNARK scheme with
constant proof size based on the LPCP framework. We also
propose d-Encore, a distributed scheme to support proving
large-scale circuits. Our contributions are summarized below.
• LPCP-based FHE-over-SNARK protocol: We revisit the

LPCP framework and devise a technique for encoding-
ciphertext multiplication between (F)HE ciphertexts and

1. The client already holds the secret key. Public verifiability can be
recovered, as in prior work [3], [24], [66], by having the verifier additionally
prove in zero-knowledge that it generated the encodings honestly and
accepted the proof.

LPCP query encodings; this allows the QAP identity check
to be done at the (F)HE plaintext level. This leaves non-
arithmetic FHE maintenance operations (e.g., relineariza-
tion, key switching, and bootstrapping) out of the proven
relation, eliminating the circuit blow-up that rendered
LPCP impractical for verifiable FHE. The resulting Encore
has several advantages: the prover runtime and proof size
are independent of the circuit’s multiplicative depth, it
natively supports SIMD, and, unlike the prior works [53],
[67], proving addition gates is free.

• Soundness with no new assumption: The soundness
depends on a multi-key variant of the strictly linear targeted
malleability (LTM) assumption. We show that it reduces to
the standard strictly LTM assumption of prior works [9],
[56] (Lemma 4.2). Thus, our construction rests on the
same security foundation as prior LPCP-based SNARKs.

• Aggregation framework for distributed prover: We
further extend Encore to the distributed prover setting and
present d-Encore. The key technique is an efficient ag-
gregation scheme that combines sub-proofs by distributed
sub-provers into a succinct final proof. We introduce the
novel use of entangled encodings in crs to ensure that
sub-proofs are bound to the original witnesses.

• Evaluation: We compare the performance of Encore with
other FHE-over-SNARK protocols (§ 6). Under repre-
sentative parameters, for a circuit of size 220, with half
multiplication and half addition (i.e., 219 multiplication
gates) and SIMD operating on plaintext messages with
ring dimension 214, Encore outperforms recent FHE-over-
SNARK systems Phalanx [66] and Blind ZK [24] by three
to five orders of magnitude across all metrics. Compared
to [33], which also does not preserve the SIMD packing
of the FHE data, Encore yields five orders of magnitude
smaller proofs with a 2.09× faster prover. Compared to one
of the latest works Lasagne [67], Encore yields ∼ 30.71×
smaller proofs with a 2.55× faster prover. And compared to
the strongest baseline Laminate [53], our protocol Encore
has a 2.87× smaller proof with a 1.19× faster prover,
and is agnostic to the circuit topology. For a circuit with
up to 226 multiplication gates with SIMD dimension 215,
d-Encore could generate a proof in ∼ 32 hours with 29

sub-provers.

1.2. Related Works

SNARK-over-FHE. Using state-of-the-art SNARKs, prov-
ing correctness happens at the ciphertext level, which forces
ring operations to be simulated by field operations and incurs
two compounding blow-ups: 1) each ring multiplication cor-
responds to O(D logD) field constraints via the NTT, where
D is the ring dimension, and 2) the subsequent reduction
modulo Rq adds Θ(D log q) range-check constraints. A line
of ring-native proof systems avoids the first blow-up by oper-
ating over rings directly. LaBRADOR [5] and its extensions
Greyhound [51] and DV-zkSNARK [1] give Module-SIS
R1CS proofs, but require a short witness, which is restrictive
when proving honest evaluation of a general FHE circuit.



Closer to verifiable FHE, a series of works prove ciphertext-
level Rq computation directly: Atapoor et al. [4] exploit
the double-CRT/RNS representation to prove arithmetic
together with the non-arithmetic maintenance operations
(key and modulus switching), while Approx-VC [13] builds
Rq-native PIOPs and polynomial commitments handling
arithmetic, range checks, and rescaling. These achieve
sublinear verification but must explicitly prove the heavy
maintenance operations inside the relation. ZHE [68] targets
HE evaluation via VOLE-based proofs. Moreover, all the
aforementioned protocols suffer from a large proof scaling
at least logarithmically with the circuit size. A separate sub-
line [42], [57] focuses specifically on honest bootstrapping.
Among constant-proof-size schemes, ISW [35], LUNA [56],
and Rinocchio [25] lift the LPCP/QAP framework to ring
arithmetic, but prove relations at the ciphertext level and thus
must still simulate the maintenance operations, keeping them
far from practical verifiable FHE. Beyond ZKPs, integrity
of outsourced FHE has been pursued via homomorphic
MACs [14], [20], [40], constant-depth verifiable computa-
tion [7], [21], ABFT redundancy [55], trusted hardware [50],
and MPC [34], as well as sumcheck-over-rings [58]. These
are either restricted to specific computations, require per-
level interaction, or rely on trust assumptions, and none yield
a succinct, ring-native proof scalable to large circuits.

For distributed proving, prior systems [39], [43], [54],
[60], [63], [64], [65] are all field-based and rely on KZG/-
pairing machinery that does not transfer to ring arithmetic.
FHE-over-SNARK. The FHE-over-SNARK paradigm, first
proposed in [27], is a more promising line that proves at the
(F)HE plaintext level, leaving ciphertext maintenance outside
the relation. It might appear that any SNARK over ring
arithmetic, once evaluated homomorphically, immediately
yields an FHE-over-SNARK. Unfortunately, several obstacles
remain. First, FHE computations include non-arithmetic
operations, such as rotations, that are not expressible as
plaintext ring arithmetic. Second, some FHE schemes keep
their plaintexts SIMD-packed, which requires the SNARK
to preserve this structure. Third, for efficiency, the FHE
plaintext space is typically much smaller than the field
size a sound SNARK requires, so soundness may need
amplification. More importantly, since everything is now
evaluated homomorphically, proof generation adds non-trivial
noise growth on top of the underlying FHE circuit. Existing
constructions navigate these obstacles in different ways. Early
ones homomorphically evaluate hash-based SNARKs: FRI
in HELIOPOLIS [3], Fractal in Blind ZK [24], and Spartan
in Phalanx [66]. These reduce the relation to queries on a
polynomial commitment derived homomorphically, and yield
proofs that scale with the commitment query complexity.
The polynomial commitment affords transparency and public
verifiability, but binds the witness into a matrix layout
that does not coincide with the native SIMD packing of
the plaintext, incurring a repacking that dominates the
prover in [66]. [33] keeps the Spartan-plus-code-based-PCS
blueprint of Phalanx but instantiates the Ligero-style PCS
with a generalized (non-binary) RAA code that encodes
in linear time with nearly optimal multiplicative depth.

Like Phalanx, however, it assumes a pre-packed witness,
and therefore does not preserve the SIMD structure of the
plaintext evaluation. The latest GKR line [53], [67] dispenses
with the hash-based IOP altogether. Laminate [53] attains
succinct, SIMD-friendly proofs over layered BGV circuits
and is our strongest baseline in the SIMD setting, while
Lasagne [67] incurs the least noise overhead over the original
FHE scheme and outperforms Laminate in the small-SIMD-
width setting. Both support non-arithmetic operations such
as automorphisms, but their verifier cost and proof size scale
linearly with circuit depth (and logarithmically with size). A
formal asymptotic comparison is shown in Table 1.

TABLE 1: Comparison with prior FHE-over-SNARKs. N
denotes the circuit size (the number of mul. and add. gates),
D the ring dimension, B the SIMD slots, dp the circuit layers,
η the NTT constant (η=5 for Encore). For the concrete proof
cost, we set N = 220, half multiplication half addition gates
uniformly distributed, D = B = 214.

Prover Proof Size SIMDAsymp. Concrete (hr) Asymp. Concrete
Blind ZK

[24]
Ω
(
B(N logN

+ ηN1+1/η)
) ∼ 105 Ω(B logN) ∼ 1.9 TB

Phalanx
[66]

Ω
(
B(N logN

+ ηN1+1/η)
) ∼ 2× 104 Ω

(
B(

√
N
D

+B logN)
) ∼ 0.9 TB

RAA
[33] Ω

(
BN logN) 19.57 O(B

√
N) ∼ 512 GB

Laminate
[53] O

(
B
D
N logN

)
11.12 O(dp log BN

dp
) 13.3 MB

Lasagne
[67] O

( dpN logN
B

)
23.97 O(dp log BN

dp
) 142.5 MB

Encore O(ηN1+1/η) 9.38
O(1) 4.64 MB

d-Encore O(η(N/M)1+1/η

+ηM1+1/η)
1.36

2. Preliminary

We use x to denote the encoding of plaintext x. For two
different encoding schemes Π

(1)
E ,Π

(2)
E , we write encodings

as x
1

and x
2

respectively. Let · denote the standard ring
multiplication and “⊗” the encoding-ciphertext multiplication
between an encoding under some encoding scheme Πenc and
a ciphertext under some encryption scheme Πfhe.

Let [n] denote the set {1, 2, . . . , n}. We use calligraphic
capital letters (e.g., I,J ) to denote sets of wire indices.

2.1. Verifiable Computation on Encrypted Data

Indexed relation. We denote by RSAT ∋ (i,x,w) the circuit
satisfiability relation, i.e., for all (i := (pp, C),x,w) ∈
RSAT, where pp is the public parameters and C is the
description of an arithmetic circuit, x is the public inputs,
and w is the secret inputs, we have that (x,w) is a satisfying
assignment of the circuit C under public parameter pp,
i.e., C(pp,x,w) = 1. Let L be the language for RSAT s.t.
L := {(i,x) | ∃w,RSAT(i,x,w) = 1}.

Looking ahead, in our construction, pp includes auxiliary
information, such as the ring R. Notice that for an arithmetic
circuit, given the public and secret inputs, there is an efficient
algorithm that recovers the complete assignment of all wires.



Definition 2.1 (Linear PCP [9]). Given an indexed relation
RSAT, an ℓ-query input-independent linear PCP scheme
ΠLPCP for RSAT and knowledge error ϵ is a tuple of algo-
rithms ΠLPCP = (Query,Prove,Verify) defined as follows:
• (VK,Q) ← ΠLPCP.Query(1

λ, i): takes in the security
parameter λ and the index i; outputs the verification key
as well as the query.

• Oπ ← ΠLPCP.Prove(1
λ,x,w): takes in the instance and

the witness; generates the linear oracle of the proof Oπ.
• {0, 1} ← ΠLPCP.Verify(VK,x, ans): given the verification

key, the instance x and the answer ans← Oπ(Q), return
1 if accepted; 0 otherwise.

The LPCP protocol ΠLPCP should satisfy the following:
• Completeness: For all (i,x,w) s.t., RSAT(i,x,w) = 1,
(VK,Q) ← ΠLPCP.Query(1

λ, i), Oπ ← ΠLPCP.Prove(1
λ,

x,w) and ans ← Oπ(Q), we have:
Pr[ΠLPCP.Verify(VK,x, ans)] = 1.

• Statistical Knowledge Soundness: There exists
an efficient extractor E , s.t., for all (i,x),
where Pr[Verify(VK,x, ans) = 1 | (VK,Q) ←
ΠLPCP.Query(1

λ, i), ans ← Oπ(Q)] > ϵ, we have
w← EOπ

(i,x) and RSAT(i,x,w) = 1.
Notice that the statistical knowledge soundness could be

relaxed to statistical soundness, defined as follows.
• Statistical Soundness: For all (i,x) ̸∈ L, for

all Oπ ← ΠLPCP.Prove(1
λ,x,w), we have

Pr[ΠLPCP.Verify(VK,x, ans) = 1 | (VK,Q) ←
ΠLPCP.Query(1

λ, i), ans← Oπ(Q)] ≤ ϵ.

We represent a circuit that evaluates ring arithmetic as a
quadratic ring program as proposed in [25], which is adapted
from its non-ring arithmetic version in [52].

Definition 2.2 (Quadratic Arithmetic Program). Let C be
an arithmetic circuit over a finite commutative ring R with
n inputs and n′ outputs, and we associate each input of
C and each output of a multiplication gate with an index
k ∈ {0, . . . ,w}. W.l.o.g., we assume the input wires have
indices (1, . . . , n) and output wires (w − n′ + 1, . . . ,w).
A Quadratic Arithmetic Program (QAP) encoding C con-
sists of three sets of polynomials, {Vk(x)}, {Wk(x)},
and {Yk(x)} for k ∈ {0, . . . ,w}, and a target polyno-
mial t(x). We say that the QAP program computes C
if: (c1, . . . , cn, cw−n′+1, . . . , cw) ∈ Rn+n′

is a valid in-
put/output assignment of the circuit C if and only if
there exists an assignment (cn+1, . . . , cw−n′) ∈ Rw−n−n′

such that t(x) divides p(x) = V (x) · W (x) − Y (x),
where: V (x) = V0(x)+

∑
k∈[w] ckVk(x),W (x) = W0(x)+∑

k∈[w] ckWk(x), Y (x) = Y0(x) +
∑

k∈[w] ckYk(x).

As in prior work [25], [52], a QAP for a circuit C can
be constructed as follows. We pick a root rg ∈ R for each
multiplication gate g and define the target polynomial as
t(x) =

∏
g(x − rg). For each wire index k, a polynomial

Vk(x) is defined so that Vk(rg) = 1 if the k-th wire is
the left input of the multiplication gate g; and Vk(rg) = 0
otherwise. Similarly, Wk(x) encodes the right inputs, and

Yk(x) encodes the outputs. We denote by H(x) the quotient
polynomial H(x) := V (x)W (x)−Y (x)

t(x) . As discussed in [6],
[28], [35], QAP is a 4-query LPCP.

Verifiable Computation on Encrypted Data (VCoED) [27]
captures the security model in which a client outsources
homomorphic computation over encrypted data to an un-
trusted server while preserving both client-side privacy and
soundness. We adapt the standard definition [27], [66] to the
LPCP-based framework.

Definition 2.3 (Verifiable Computation on Encrypted Data).
A verifiable computation on encrypted data (VCoED) proto-
col Π consists of the following PPT algorithms:
• (VK,PK)← Π.Setup(1λ, i): takes in the security param-

eter and the index; outputs the verification key VK and
the public proving key PK.

• ct← Π.E(PK,m): takes in the public proving key and a
message m; outputs the ciphertext ct.

• (π, ct′)← Π.Prove(PK,x,w): given the proving key, and
(x,w); outputs the proof π and the evaluation output ct′.
• m/⊥ ← Π.Verify(VK,x, ct′, π): verify the proof π given

the verification key VK, the statement x and the evaluation
output; outputs the evaluation result in plain as m if the
verification passes; and ⊥ otherwise.

A VCoED should satisfy the following properties:
• Completeness: For the security parameter λ, for all
(i,x,w) s.t. RSAT(i,x,w) = 1, let (VK,PK) ←
Π.Setup(1λ, i), (π, ct′) ← Π.Prove(PK,x,w), we have
Pr[Π.Verify(VK,x, ct′, π) = 1] = 1.

• Outsourceability: A VCoED is outsourceable if |π| and
the runtime of Π.Verify are both o(|w|).

• Client-privacy: A VCoED is client-private if the prover
knows no information of the data encrypted by the client.

• Soundness: For all (i,x) ̸∈ L, (VK,PK)← Π.Setup(1λ,
i), for every PPT adversary A, (π, ct′)← A(PK,x), we
have Pr[Π.Verify(VK,x, ct′, π) = 1] = negl(λ).

A VCoED is knowledge sound if we replace the soundness
property above with the following:
• Knowledge soundness: for every PPT adversary A, there

exists a PPT extractor E , s.t., for all (i,x), (VK,PK)←
Π.Setup(1λ, i), (π, ct′) ← A(PK,x; z), w ← E(1λ,
PK,VK,x; z), we have Pr[Π.Verify(VK,x, ct′, π) = 1 ∧
RSAT(i,x,w) = 0] = negl(λ).

Notice that different from the definition for SNARG, we
introduce two properties: outsourceability and client-privacy
for VCoED, and we do not consider the server-side privacy in
this work (see Remark 4.1). We also generalize this definition
to a distributed setting; see Def. A.1 in § A.

2.2. Linear Targeted Malleability

Assumption 2.1 (Strictly Linear Targeted Malleability). A
vector encryption scheme ΠE := (Setup,E,D) satisfies
strictly linear targeted malleability if for every PPT algo-
rithms A, there exists a possibly computationally unbounded



simulator S, s.t. for all auxiliary input z ∈ {0, 1}poly(λ),
where λ is the security parameter and ℓ is the vector
length, the following two distributions are computationally
indistinguishable:
• Real Distribution:

1) The challenger samples (st, {µ⃗i}i∈[K]) for µ⃗i
$←−Mℓ;

2) The challenger invokes (pp, sk) ← ΠE .Setup(1
λ),

for i ∈ [K], generates cti ← ΠE .E(sk, µ⃗i) as the
encodings;

3) Upon receiving all the encodings, ct′ ←
A(pp, {cti}i∈[K]; z);

4) The challenger decrypts m′0 ← ΠE .D(sk, ct
′);

5) Output (m⃗′0, {µ⃗i}i∈[K], st).

• Ideal Distribution:

1) The challenger samples (st, {µ⃗i}i∈[K]) for µ⃗i
$←−Mℓ;

2) The simulator generates π ← S(z), where π :=
{ci}i∈[K] ∈MK ;

3) The challenger computes m⃗′1 :=
∑

i∈[K] ci · µ⃗i;

4) Output (m⃗′1, {µ⃗i}i∈[K], st).

3. Technical Overview

We now present Encore, a SNARK for the satisfiability
of an arithmetic circuit over plaintexts of an FHE scheme. By
following the FHE-over-SNARK paradigm, Encore avoids
simulating FHE maintenance operations. Encore also pre-
serves the original SIMD structure of the payload data, and
is agnostic to the circuit structure. We then extend to a
distributed prover via a novel aggregation framework.

The technical overview is structured as follows. § 3.1
summarizes the linear PCP (LPCP) framework that serves
as the skeleton of our protocol, and explains why a direct
application of LPCP to verifiable FHE is impractical. § 3.2
introduces our key technique, the multi-key multiplication,
that elevates the proven relation from ciphertext to plaintext
level, together with major optimizations introduced in § 3.3
we deploy in our construction. § 3.4 then presents the aggre-
gation framework for distributed proving while preserving the
succinct proof with comparably small aggregation overhead.

3.1. Recap of LPCP

We first summarize the LPCP framework based on QAP
from prior works [6], [28], [35]. Given an arithmetic circuit C
with N multiplication gates, its QAP representation consists
of a target polynomial t(x) and three sets of polynomials
{Vk(x),Wk(x), Yk(x)}k∈I of degree N for each wire k ∈ I ,
where I is the set of wire indices2. Given the witness, i.e.,
the wire-values {ck}k∈I , we define V (x) =

∑
k∈I ckVk(x),

and analogously W,Y . The witness satisfies C iff t(x) |

2. In the formal protocol, I is split into the public input/output set Iio and
the other Imid := I \ Iio. The verifier verifies the validity of {ck}k∈Imid
w.r.t. the public input/output.

V (x)W (x)− Y (x), i.e., there exists a quotient polynomial
H(x) := V (x)W (x)−Y (x)

t(x) of degree ≤ N .
The goal is for the prover to convince the verifier that

she knows such a valid witness {ck}k∈I . First, the verifier
samples a random s and generates the following query matrix
with 4 rows and (N + w + 1) columns where w = |I|: V1(s) . . . Vw(s) 0 0 · · · 0

W1(s) . . . Ww(s) 0 0 · · · 0
Y1(s) . . . Yw(s) 0 0 · · · 0
0 · · · 0 1 s · · · sN


︸ ︷︷ ︸

(N+w+1) columns

. (1)

Each column then is encoded using a vector encoding
scheme Πenc satisfying the strict linear targeted malleability
(LTM) property (see Assumption 2.1), which intuitively states
that the prover can only compute linear combinations of the
encodings [9], [25], [35], [56]. We denote the encodings
with {enck}k∈[N+w+1]. All encodings are then appended
to crs. The prover uses {ck}k∈I to derive the QAP poly-
nomials V (x),W (x), Y (x) and compute the coefficients of
the quotient polynomial H(x) = h1 + · · ·hN+1x

N . Let
the linear proof of LPCP be: {c′k}k∈[N+w+1] ← {ck}k∈I ∪
{hk′}k′∈[N+1]. The prover then computes the inner product:

ans =
∑
k

c′k ⋄ enck =
(
V (s) W (s) Y (s) H(s)

)⊤
, (2)

where ⋄ denotes the plaintext-encoding multiplications. The
verifier decodes ans to recover V (s),W (s), Y (s), H(s), and
checks if H(s) · t(s) = V (s) ·W (s)− Y (s).

The soundness guarantee relies on the strict LTM of
Πenc, which restricts the prover to linear operations w.r.t. the
encodings {enck}k∈[N+w+1] in crs. I.e., any ans produced by
the prover must be a linear combination of the crs encodings
with plaintexts {c′k}. The verifier is then convinced that these
plaintexts constitute a valid witness whose corresponding
QAP identity check holds at the random evaluation point s.
The prover runtime for the LPCP is O(N logN), dominated
by deriving the coefficients of H(s) via NTT. The light
verification costs simply O(|x|), independent of the witness
size, where |x| is size of the public inputs and outputs, and
the succinct proof is of size strictly O(1).
Applying LPCP to VFHE. The above protocol is under
the SNARK-over-FHE paradigm, where the wire values ck
are ciphertexts under some (F)HE scheme Πfhe and the proof
certifies the homomorphic evaluations, i.e., it works at the
ciphertext level. This approach faces two obstacles. First,
the (F)HE maintenance operations, such as relinearization,
modulus switching, and bootstrapping, are non-arithmetic;
hence, simulating them via homomorphic multiplications and
additions inflates the circuit size by orders of magnitude.
Second, for the typical (F)HE parameter sets, the ciphertext
consists of multiple ring elements with large dimension,
which complicates the choice of parameters for the encoding
scheme. Therefore, we face the following dilemma: we can
use an encoding scheme compatible with the large ciphertext
space, which would blow up the proof size, or we can use
an encoding scheme over a smaller field, but in this case,
reducing the large-ring operations to field operations would
dramatically increase circuit complexity.



Figure 1: For a circuit consisting of a single ciphertext-
ciphertext multiplication followed by a relinearization and a
bootstrapping to reduce noise, the naive approach folds all
ciphertext-level operations into the proof relation. In contrast,
our FHE-over-SNARK design directly proves evaluation of
the underlying plaintexts, i.e., only the multiplication, leaving
the maintenance operations outside the relation.

3.2. Our Solution: ct-enc Multiplication

We overcome the above obstacles by transforming this
approach to FHE-over-SNARK, where both the proof and the
verification occur at the plaintext level of the (F)HE scheme
Πfhe. To achieve this, we do not treat ck as a plaintext of
the encoding scheme but view it purely and directly as a
ciphertext3 ctk with underlying plaintext mk. Our goal is to
design a protocol with proof and verification carried out at
the plaintext level rather than to encode ctk wholesale and
operate on the ciphertext level. The first step is to show how
the prover can compute an encoding of V (s) =

∑
k mk ·

Vk(s) (similarly for W (s), Y (s) and H(s)), for the QAP
corresponding to the plaintext computation. In this case, the
verifier decodes and certifies the QAP identity check for the
plaintext computation directly, leaving the non-arithmetic
maintenance operations of Πfhe outside the proven relation.
See an illustration in Fig. 1.

Now the prover has access to encodings (for the proof
generation) and ciphertexts (for the (F)HE computation) and
needs to homomorphically compute under both schemes. We
take inspiration from multi-key FHE [48] and set the encod-
ing and encryption schemes to have the same structure but
different secret keys. Specifically, both the encryption and the
encoding schemes follow the structure of the BFV/BGV-style
FHE scheme [11], [12], [19], where the encoding scheme
does not contain a relinearization key, so it satisfies strict
LTM. We then replace the plaintext-encoding multiplication
of the classical LPCP approach with a ciphertext-encoding
multiplication (ct-enc multiplication), denoted by ⊗. To dis-
tinguish the two schemes, write Π

(1)
E := Πfhe,Π

(2)
E := Πenc,

with ·
1
, ·

2
denoting encodings/encryptions under each and

sk1, sk2 denoting their secret keys. For a general encoding,
we write enc, and ct for a general ciphertext.

Now, the ciphertext-encoding operation combines mk
1
⊗

Vk(s)
2
, where each encoding/ciphertext has the form

(a, b) ∈ R2. The ⊗ operation acts as:

(a1, b1)⊗ (a2, b2)→ (a1a2, a1b2, a2b1, b1b2) ∈ R4. (3)

3. Similar to prior works [53], [67], we consider the case where all inputs
are provided by the clients, i.e., the case of VCoED [27].

Denote the result of form R4 as a tensored encoding. The fi-
nal proof is then: ans :=

(
V (s) W (s) Y (s) H(s)

)⊤
1⊗2

=∑
k ctk ⊗ enck as in Eq. (2), where ctk := mk

1
and enck as

defined in Eq. (1). During verification, the verifier computes
the inner product of ans with (sk1sk2,−sk1,−sk2, 1) to
recover the first slot in Eq. (2) as a1a2sk1sk2−a1⃗b2[1]sk1−
a2b1sk2+b1⃗b2[1] = a2sk2(a1sk1−b1)− b⃗2[1](a1sk1−b1) =
(b1−a1sk1)(⃗b2[1]−a2sk2) ≈

∑
k mk ·Vk(s) = V (s), which

is precisely the plaintext-level LPCP response 4.
In effect, the ct-enc tensor and its joint decryption under

sk1, sk2 enable the proof of an arithmetic relation over the
plaintext space, even though the underlying ciphertext trans-
formations are non-arithmetic. In the VCoED setting, it is
also the verifier that delegates the homomorphic computation
to the server, so the verifier holds both secret keys.
High-level workflow. By replacing the plaintext-encoding
multiplication with the ct-enc multiplication described above,
we summarize the Encore protocol as follows. Given an
(F)HE circuit and its QAP, the verifier, who is also the client
outsourcing the (F)HE computation, instantiates the (F)HE
encryption scheme Π

(1)
E and the encoding scheme Π

(2)
E , and

generates the encodings of the query matrix in Eq. (1) as
crs := {enck} under Π

(2)
E . The prover, who is also the

delegated server, evaluates the (F)HE circuit on the encrypted
data under Π

(1)
E , and derives the linear proof from the

resulting intermediate ciphertexts under Π
(1)
E . To answer

the query encoded under Π
(2)
E , the prover takes the inner

product of crs with its linear proof via the ciphertext-encoding
multiplication. On receiving the answer, the verifier decrypts
it under the keys of both Π

(1)
E and Π

(2)
E and runs the standard

LPCP verification to check the QAP identity.
Overhead. Our ciphertext-encoding multiplication ct⊗ enc
requires the two operands to share the same parameter sets,
including the ciphertext modulus and plaintext modulus5.
The two schemes are thus parameterized together: Π

(1)
E

is sized for the (F)HE evaluation with potentially large
ciphertext modulus for deep circuits, while Π

(2)
E is sized

for the SNARK protocol, needing just enough noise budget
for proof generation. In practice, the (F)HE ciphertexts under
Π

(1)
E are modulus-switched down to match the modulus level

of Π(2)
E right before the ct-enc multiplication. This avoids the

parameter blow-up of the naive SNARK-over-FHE approach,
where Π

(2)
E is forced to embed the entire ciphertext space,

inflating both the ring dimension and the modulus.
On the original homomorphic evaluation side, the price is

a moderately larger noise budget, since the data ciphertexts
{ctk} must tolerate the additional homomorphic work per-
formed during proof generation, requiring a few more limbs
and possibly a larger ring dimension on top of the underlying
(F)HE evaluation. Nevertheless, a typical BGV instantiation

4. Note that this direct decryption only works for (F)HE schemes that
encode the message in the LSBs, such as BGV. For BFV, we need to
maintain a scaling factor for recovering the correct message.

5. In § 4, we use a field extension of the underlying plaintext space Rp

to amplify soundness.



with log p ≈ 23 and log q ≈ 300 renders the naive approach
infeasible, whereas our protocol yields a proof of under 5
MB. A detailed comparison with other works appears in § 6.
Soundness. Unlike prior LPCP-based SNARKs [35], [56]
where the prover performs only scalar-encoding multiplica-
tions and additions with Π

(2)
E , our prover performs a tensor

product between the encoding and FHE scheme. Soundness
therefore relies on a multi-key variant of the strictly linear
targeted malleability property: The decryption result of the
final proof ans under sk1, sk2 must be expressible as an
inner product of a list of plaintexts with the original message
encoded under {enck} in the crs. While this may appear
stronger than the standard LTM, we show in Lemma 4.2 that
it reduces directly to the standard LTM (Assumption 2.1) of
Π

(2)
E alone. Intuitively, an adversary against strictly LTM of

Π
(2)
E could instantiate the encryption scheme Π

(1)
E itself and

then invoke the adversary that breaks the multi-key variant.
On receiving the answer of form ·

1⊗2
, it reduces it to ·

2

given the secret key of Π(1)
E , thereby breaking standard LTM.

See more details in § 4. Our construction thus inherits the
same security foundation as prior LPCP-based SNARKs.

A further complication arises because the (F)HE plaintext
modulus p is small (e.g., log p = 23 under our parameters),
and the soundness error for LPCP is 2N/p, where N is
the circuit size. To amplify soundness, we lift the random
evaluation point s chosen by the verifier from Rp to an
extension ring Rpd , achieving soundness comparable to
related works [53], [67]. Since Rp is a subring of Rpd , this
amplification does not affect the plaintext of Π(1)

E . The ct-enc
multiplication combines a base-field ciphertext, encrypting
mk ∈ Rp, with an extension-field ciphertext, encoding
Vk(s) ∈ Rpd , and produces a result in the extension field.

3.3. Optimizations

We describe two optimizations that significantly reduce
the prover runtime and proof size.
Coset and Lagrange basis evaluation. Recall from § 3.2,
the prover computes the quotient H(x) := (V (x)W (x) −
Y (x))/t(x), which dominates the prover cost. A naive poly-
nomial division requires O(N2) homomorphic operations.
Our goal is to reduce this to O(ηN1+1/η) for a small constant
η, while keeping the multiplicative depth small.

The standard route is to multiply and divide polynomials
via NTT. Note that V (x),W (x), Y (x) are defined in a way
that their evaluations on the roots of unity {ωk}k∈[N ] (which
also index the multiplication gates) equal the corresponding
wire values. Therefore, V (x)W (x)−Y (x) and t(x) vanish on
{ωk} and division on these points is undefined. We therefore
shift the evaluations to a coset {ξωk}k∈[N ] for a nontrivial ξ.
A coset shift naively takes three passes: an INTT to recover
coefficients, a layer of scalar multiplications pairing the k-th
coefficient with ξk, and an NTT to evaluate on the coset. Fol-
lowing [30], we fold the ξk scaling into the subsequent NTT,
removing the separate scalar-multiplication layer. With it, the
prover obtains the encrypted coset evaluations {H(ξωk)}
using two (I)NTTs.

At this point, the prover holds H as coset evaluations,
not coefficients, and the query in Eq. (1) expects coefficients,
which then naively requires a third (I)NTT to convert. To
eliminate this conversion entirely, instead of {sk}k∈[N ], we
precompute a Lagrange-basis query for H on the coset
by replacing sk with hk := Lk(s) · t(ξωk)−1, where the
Lagrange basis is defined as: Lk(s) =

∏
j∈[N ]
j ̸=k

s−ξωj

ξ(ωk−ωj)
=

ωk (sN−ξN )
N ξN−1 (s−ξωk)

, which is independent of the instance and
witness. The prover then computes directly an inner product
of the coset evaluations with {hk}k∈[N ] via the ciphertext-
encoding multiplication, so the coset evaluations are con-
sumed as-is. This removes the final Ω(N logN) INTT pass
and the noise budget it would consume.

Finally, since every (I)NTT is evaluated homomorphically,
a textbook logN -depth NTT with O(N logN) operations
would incur logN multiplicative depth. We instead use an η-
depth variant with O(ηN1+1/η) operations [26], [66], trading
a higher operation count for a constant-depth circuit that
confines noise growth to a few multiplication layers.
Ring switching. As noted above, the homomorphic proce-
dure of the proof generation adds noise on top of the payload
(F)HE computation. This added noise can push the required
ciphertext modulus past a security threshold, forcing a larger
ring dimension than the payload data alone would need. With
standard parameters [2], ring dimension D = 213 supports
log q ≤ 218, whereas D = 214 is needed if log q goes
as large as 436. As the homomorphic evaluation proceeds,
modulus switching gradually reduces log q. Once log q falls
below the threshold at which the smaller dimension is again
secure, the prover performs a ring switch to bring down
the ring dimension. This helps in two ways: all subsequent
homomorphic operations run on the smaller ring at roughly
half the per-operation cost; and in the end, the ring carrying
the proof is realigned with the SIMD packing of the payload,
so no slots are wasted.

For instance, consider an (F)HE circuit of multiplicative
depth 6 with SIMD dimension 214 of data payload. Although
the data alone and the incurred noise of the (F)HE operations
on top of it only require a D = 214 ring, the additional noise
from the proof protocol pushes the required modulus past
the threshold (log q ≈ 436), forcing D = 215, where the data
fills only half the slots. The modulus switching gradually
brings q back below the threshold, and a ring switch returns
the computation to D = 214, eliminating the wasted slots
and halving the proof size.

3.4. Distributed Prover: Aggregation Framework

Building on Encore (§ 3.2), we present d-Encore, a
distributed prover that handles large-scale circuits. At a high
level, d-Encore works as follows. Following the partitioning
procedure in Hekaton [54], we split the large circuit into
M sub-circuits, each of size N ′ = N/M . Each of the M
sub-provers proves the honest evaluation of one sub-circuit,
and an aggregator composes the M sub-proofs into a single
succinct proof. The sub-provers and the aggregator are treated



as the malicious prover side from the perspective of the
verifier and may collude. The resulting protocol has a prover-
side runtime to be O(ηN ′1+1/η +ηM1+1/η) for some small
constant η, with an aggregated succinct final proof. We
present key design challenges for this distributed setting.
Aggregation circuit. The natural way to compose sub-
proofs is for the aggregator to perform the QAP identity
checks Vi(s)Wi(s) − Yi(s) = Hi(s)ti(s) for i ∈ [M ] on
behalf of the verifier, and then prove that the aggregated
check was performed honestly. The verifier checks only
the final proof from the aggregator, not the M sub-proofs
individually. Unfortunately, the aggregator does not hold the
secret keys, so it cannot directly verify the sub-proofs. In
our scheme, it homomorphically computes an encoding of:∑

i∈[M ]
δi · (Vi(s)Wi(s)− Yi(s)−Hi(s)ti(s)) , (4)

where δi are random batching coefficients chosen during
setup. If the evaluation result encodes zero, then with
soundness error 1/|F|, all sub-proofs satisfy the QAP check.

We call the (F)HE circuit that computes Eq. (4) the
aggregation circuit (AC). The task of the aggregator is then
essentially to use Encore to prove satisfiability of AC, with
sub-proofs as the wire values. Let V̄ , W̄ , Ȳ , t̄ denote the
QAP of AC and N̄ = O(M) its size. The verifier samples
a random s̄ at setup, and the query encodings w.r.t. AC,
analogous to Eq. (1), are included in crs. The prover sends
the encoded results of Eq. (4) together with the LPCP proof
of this AC to the verifier. The verifier is convinced if Eq. (4)
decodes to zero and the LPCP proof verifies.
Outer LTM, inner (F)HE. Recall that the sub-
proofs Vi(s),Wi(s), Yi(s), Hi(s) are encodings produced
by ciphertext-encoding multiplication of the form in Eq. (3).
Evaluating the products Vi(s) ·Wi(s) and Hi(s) · ti(s) there-
fore requires multiplying two such tensored encodings in R4,
each decodable under the joint key (sk1sk2,−sk1,−sk2, 1).
Since Π

(2)
E must satisfy strictly LTM as mentioned in § 3.2,

the final result of multiplying two such tensored encodings
would yield an R6 object under the joint key (sk1, 1) ⊗
(sk22, sk2, 1). Carrying out further ⊗ operations against the
crs encodings of our aggregation circuit, which is under
another encoding scheme Π

(3)
E , expands the result again. In

short, the final proof result size grows linearly due to the
non-linearizable multiplication between tensored encodings.

The natural fix is to treat the aggregation circuit as an
ordinary (F)HE circuit, so that Vi(s) ·Wi(s), Hi(s) · ti(s)
are ordinary (F)HE multiplications, in which (Rq)

4× (Rq)
4

relinearizes back to (Rq)
4 with no blow-up, similar to the

ciphertext-ciphertext multiplication done under Π
(1)
E alone.

However, relinearization is clearly non-linear in the secret
key sk2, so making the sub-proof evaluations genuinely
homomorphic appears to forfeit strictly LTM on Π

(2)
E , the

very property our soundness relies on.
Fortunately, a closer look at our multi-key version of

strictly LTM shows the tension is illusory. For a single ⊗
operation between Π

(1)
E and Π

(2)
E , only Π

(2)
E needs to satisfy

the strictly LTM. More generally, for a chain of ⊗ operations:

(Π
(1)
E ⊗ Π

(2)
E ) ⊗ Π

(3)
E —first a ciphertext-encoding multipli-

cation under Π
(1)
E and Π

(2)
E , and then a second ⊗ against

encodings under Π(3)
E , which resembles our aggregation step

on top of the sub-proof tensored encodings—only the outer
encoding scheme Π

(3)
E must satisfy strictly LTM, while the

inner encoding schemes Π
(1)
E ,Π

(2)
E may support arbitrary

(F)HE operations (see Lemma 4.2 and Remark 4.1). This is
precisely what the aggregation framework needs: the results
of Vi(s) ·Wi(s), Hi(s) · ti(s) can be relinearized back to R4

elements, while the soundness is guaranteed by enforcing
the strictly LTM at the aggregation layer.
Unified inner scheme. So far the aggregation framework
uses three encryption/encoding schemes: Π

(1)
E for the un-

derlying (F)HE on data payload, Π
(2)
E for the sub-proof

query encodings, and Π
(3)
E for the final aggregation, with

sub-proofs under the joint key ∈ R4 derived from sk1, sk2
and the final proofs under the joint key ∈ R8 derived from
sk1, sk2, sk3. The reason the sub-proof queries were encoded
under Π

(2)
E rather than Π

(1)
E in Encore is functional: the

verifier publishes evaluation keys of Π
(1)
E to support non-

linear operations, whereas Π
(2)
E must satisfy strictly LTM.

Their roles differ.
But as explained above, based on our multi-key strictly

LTM (Lemma 4.2), under the distributed setting, both Π
(1)
E

and Π
(2)
E serve the same inner role within the aggregation

framework. To be specific, Π(1)
E handles (F)HE evaluations

on the payload data, and Π
(2)
E is used for homomorphic

evaluations on the sub-proofs inside the aggregation circuit;
neither requires strictly LTM there. We therefore collapse
them into a single inner scheme Π

(1)
E .

Now, the sub-proofs are plain Π
(1)
E ciphertexts in R2,

obtained by standard ciphertext-ciphertext multiplications
with relinearization between the (F)HE payload ciphertext
and the sub-circuit query ciphertexts. Only the crs encoding
scheme for the aggregation circuit, which we now rename
Π

(2)
E , must satisfy strictly LTM. The final proof is then the

result of ciphertext-encoding multiplication of form ·
1⊗2

between the sub-proofs under Π
(1)
E and aggregation-circuit

query encodings under Π(2)
E . Due to this simplification, the

decryption uses a joint key ∈ R4 formed from sk1, sk2 rather
than a key ∈ R8 formed from sk1, sk2, sk3, thereby reducing
the proof size by a factor of two.
Entangled encodings. The construction so far has a critical
flaw: the sub-circuit queries and the AC queries are generated
and encoded independently. The aggregation check never
actually inspects whether the sub-proofs fed as the inputs
of the aggregation circuit are real “sub-proofs”. To see why
this is exploitable, note that by publishing query encodings
that encode V̄i(s̄) for AC and Vi,k(s) for the sub-circuit i
as in Eq. (1), the verifier expects to receive the answer with
values Vi(s) · V̄i′(s̄), where i′ is the wire index in AC that
is supposed to carry the sub-proof value Vi(s), with Vi(s)
honestly derived as

∑
k mi,kVi,k(s). However, nothing stops

a malicious prover from ignoring the sub-circuit queries



Figure 2: An illustration of the aggregation workflow. We
use · to denote a ciphertext under Π(1)

E , including the query
ciphertexts for sub-circuits and sub-proofs, and · to denote
an encoding under Π(2)

E or Π(1)
E ⊗Π

(2)
E , including the query

encodings for aggregation and the final proofs.

Vi,k(s) and placing arbitrary values on wire i′ in AC. For
instance, it can submit sub-proofs as Vi(s) = Wi(s) =
Yi(s) = Hi(s) = 0, which satisfy every sub-circuit QAP
check vacuously. Nothing in the construction so far binds
the wire values in AC to honestly computed sub-proofs.

The fix is thus to make the two query encodings entan-
gled. The key move is that the verifier never publishes the
aggregation-circuit query on its own, but only in an entangled
format, so that the aggregation circuit can only be satisfied
using genuine sub-proof values. Specifically, consider an AC
wire meant to carry the sub-proof value Vi(s), and let V̄i′(s̄)
be the query polynomial for that wire. Instead of publishing
encodings for V̄i′(s̄) on its own, the verifier publishes only
its product with the sub-circuit query Vi,k(s), as a single
encoding Vi,k(s)V̄i′ (s̄)

2
.

Now the sub-prover homomorphically derives the inner
product of those encodings against its sub-circuit wire
values mi,k

1
, and yields the encodings of ∑

k mi,k
1
⊗

Vi,k(s)V̄i(v) (s̄)
2
= Vi(s) · V̄i(v) (s̄)

1⊗2
. Decrypted under the

joint key (sk1sk2,−sk1,−sk2, 1), this is
∑

k mi,k · Vi,k(s) ·
V̄

(v)
i (s̄) = Vi(s)V̄

(v)
i (s̄), which is exactly the value the

aggregation circuit expects on this wire when it is answered
with a genuine sub-proof.

Hence, the entanglement forces the prover side to have the
value of the AC wire i(v) bound to the sub-proof value Vi(s).
This solves the flaw and allows no shortcut for satisfying
the AC check without deriving the legitimate sub-proofs.
Analogous entangled encodings handle Wi, Yi, Hi. Fig. 2
shows an illustration on the high-level workflow of our
aggregation. See more details in § C.

4. Secure Encoding Scheme

In this section, we formally define the encoding scheme
used in our SNARK and its properties. This encoding scheme
can roughly be seen as a vector version of BGV-style
encryption, stripped of the multiplicative homomorphism
and all public evaluation keys, and extended to an extension

ring, i.e., the plaintext space is Rpd := Zpd [Y ]/f(Y ), where
f is an irreducible polynomial with degree d.

Definition 4.1 (RLWE-based Vector Encoding Construc-
tion [9], [35], [56]). Let R be a cyclotomic ring with
ring dimension D, and p, q ∈ N be two moduli associated
with the plaintext and encoding space respectively. Let
χσ be a discrete Gaussian over R, and D denote the
secret key distribution. Let d be the extension factor, s.t.,
O(p−d) = negl(λ), and τ be the sparsification factor, s.t.,
p−Dτ = negl(λ) for some security parameter λ. Let ℓ be
the length of the message vector and set ℓ′ := ℓ + τ . The
encoding scheme ΠE := (Setup,E,D) is defined as follows.

• (pp, sk) ← Setup(1λ, 1ℓ): Sample secret keys s⃗[i] ←
D, i ∈ [ℓ′], and the sparsification matrix T

$←− Rℓ×τ
pd .

Return sk := (s⃗, T ) and pp := (p, q,D, d, ℓ, τ,D, σ).
• ct← E(sk, m⃗): For m⃗ ∈ Rℓ

pd , compute m⃗′ = m⃗T ∈ Rτ
pd

and set µ⃗ := m⃗∥m⃗′ ∈ Rℓ′

pd . Sample a
$←− Rqd . For i ∈ [ℓ′]

sample ei ← χσ , and compute bi = a · s⃗[i]+p ·ei+ µ⃗[i] ∈
Rqd . Output ct := (a, b⃗) ∈ Rqd ×Rℓ′

qd .

• m⃗ ← D(sk, ct := (a, b⃗)): For i ∈ [ℓ′], compute µ⃗[i] =
b⃗[i]− a · s⃗[i] mod Rpd . Parse µ⃗ = m⃗∥m⃗′ with m⃗ ∈ Rℓ

pd ,
m⃗′ ∈ Rτ

pd . If m⃗′ ̸= m⃗T , output ⊥; otherwise output m⃗.

Notice that the message vector µ⃗ := m⃗∥m⃗′ ∈ Rℓ+τ
pd

has a special structure namely m⃗T = m⃗′, where T is
the sparsification matrix. As in prior works [35], [56],
this structure “sparsifies” the underlying plaintext space
and prevents a malicious prover from generating encodings
with valid underlying plaintexts. Thus, the above vector
encoding scheme is conjectured to satisfy strictly LTM
(Assumption 2.1) [35], [56]. Instead of regular homomorphic
multiplication, this scheme allows ciphertext-encoding (ct-
enc) multiplication, with ciphertext under Π(1)

E , and encoding
under Π(2)

E . Note that Π(1)
E is the FHE scheme, while Π

(2)
E is

the encoding scheme and no relinearization key is provided
for this scheme. Thus, a malicious prover can only perform
one layer of multiplication w.r.t. the encodings under Π(2)

E .

Definition 4.2 (Ciphertext-Encoding Multiplication). Let
Π

(1)
E be the BGV encryption scheme [12] and Π

(2)
E be

the vector encoding scheme of Def. 4.1, both with the
same plaintext modulus p, ciphertext modulus q, secret
key distribution D, and noise distribution χσ, with Π

(2)
E

specialized with extension factor d, message vector length ℓ
and sparsification factor τ . Set ℓ′ = ℓ+τ . Let the secret keys
be sk1 := s1 and sk2 := (s⃗2 ∈ Rℓ′

qd , T ), respectively. Let

ct(1) be a ciphertext under Π(1)
E and enc(2) be an encoding

under Π(2)
E . We define the following procedures.

• enc(1)⊗(2) ← mkMul(ct(1), enc(2)): Given an encoding
ct(1) := (a1, b1) ∈ Rq × Rq decodable under sk1 and
an encoding enc(2) := (a2, b⃗2) ∈ Rqd × Rℓ′

qd decodable
under sk2 ∈ Rℓ′

qd , lift ct(1) into ct′(1) by treating each
Rq-element as a constant polynomial in Rqd . Compute



d0 = a1a2, d2 = a2b1, d⃗1[i] = a1⃗b2[i], d⃗3[i] = b1⃗b2[i], for
i ∈ [ℓ′]. Output enc(1)⊗(2) := (d0, d⃗1, d2, d⃗3) ∈ Rqd ×
Rℓ′

qd ×Rqd ×Rℓ′

qd .

• enc′ ← mkAdd({enci}): Given enci := (d0,i, d⃗1,i, d2,i,

d⃗3,i) ∈ Rqd × Rℓ′

qd × Rqd × Rℓ′

qd , compute enc′ :=

(d′0, d⃗
′
1, d
′
2, d⃗
′
3) := (

∑
i d0,i,

∑
i d⃗1,i,

∑
i d2,i,

∑
i d⃗3,i).

• m⃗← mkDec(sk1 := s1, sk2 := (s⃗2, T ), enc
(1)⊗(2)): Parse

enc(1)⊗(2) as (d0, d⃗1, d2, d⃗3), compute µ⃗[i] = d0 ·s1s⃗2[i]−
d⃗1[i] · s1− d2 · s⃗2[i] + d⃗3[i] mod Rpd . Parse µ⃗ := m⃗∥m⃗′,
m⃗ ∈ Rℓ

pd , m⃗
′ ∈ Rτ

pd . If m⃗′ ̸= m⃗T , output ⊥; o.w. m⃗.

Given ciphertexts {cti}i∈[K] under Π
(1)
E and {enc′i}i∈[K]

under Π
(2)
E , with underlying plaintext messages {mi} and

{µ⃗i} respectively, let enc = mkAdd({mkMul(cti, enc
′
i)}),

and m⃗′ =
∑

i∈[K] mi · µ⃗i. We say that Π(1)
E and Π

(2)
E sat-

isfy the ct-enc multiplication if: Pr[mkDec(sk1, sk2, enc) =
m⃗′] = 1− negl(λ).

The semantic security and the homomorphism of this
vector encoding scheme are directly inherited from prior
works [9], [12]. Based on [9, Section 4.4], Def. 4.1 also
satisfies strict LTM (see Assumption 2.1). Intuitively, the
ct-enc multiplication resembles the ciphertext-ciphertext
multiplication under BGV-style encryption scheme without
relinearization. Thus, it is straightforward to see that under
standard BGV parameter sets, (Π(1)

E ,Π
(2)
E ) satisfies the ct-

enc multiplication in Def. 4.2, which is formally captured
in the following lemma.

Lemma 4.1 (Correctness of Ct-Enc Multiplication). Let
Π

(1)
E ,Π

(2)
E be the encryption and encoding scheme as

in Def. 4.2. If log q ≫ 2 log p + 1/2 logK + 2 logB,
(Π

(1)
E ,Π

(2)
E ) satisfies the ct-enc multiplication property.

Proof. Observe that the decryption of ct(1) = (a1, b1) ∈
Rq ×Rq computes b1 − a1s1 = m+ pe1 (mod q), with
the plaintext recovered performing mod p. Likewise, for
enc(2) = (a2, b⃗2), we have b⃗2[i]− a2s⃗2[i] = µ⃗[i] + p e⃗2[i]
(mod qd). Thus, for a single ct-enc multiplication, mkDec
under key (s1s⃗2[i], −s1, −s⃗2[i], 1) derives:

m⃗′[i] = d0 s1s⃗2[i]− d⃗1[i] s1 − d2 s⃗2[i] + d⃗3[i]

= a1a2s1s⃗2[i]− a1⃗b2[i]s1 − a2b1s⃗2[i] + b1⃗b2[i]

= (b1 − a1s1) (⃗b2[i]− a2s⃗2[i])

= mµ⃗[i] + p ·
(
m e⃗2[i] + µ⃗[i] e1 + pe1e⃗2[i]

)
. (5)

Notice that the noise term is dominated by pe1e⃗2[i]. Thus,
the ct-enc multiplication incurs a noise of O(log p+2 logB)
bits, where B is the error bound on e1, e2

6. The decryption
correctness holds as long as the noise does not cause a wrap
around and contaminate the message. Thus, after summing
over K such results, with log q ≫ 2 log p + 1/2 logK +
2 logB, we have that mkDec(sk1, sk2, ct) =

∑
i mim⃗

′
i = m⃗

except with the negl(λ) probability.

6. For fresh ciphertexts, this is bounded by C ·σ
√
D for a small constant

C, with error drawn from χσ and ring dimension D.

Concretely, with D = 214, σ = 3.2, log p = 23,K = 220,
the ct-enc multiplication roughly incurs a noise growth
of < 50 bits. Different from the normal strictly LTM,
our SNARK protocol relies on a multi-key variant, since
instead of scalar-encoding multiplication operated on top of
ciphertexts under ΠE , the prover actually performs ciphertext-
encoding multiplication. We formalize our new multi-key
strictly LTM assumption and then show that it reduces to
the strict-LTM assumption for Π(2)

E .

Definition 4.3 (Multi-key Strictly Linear Targeted Mal-
leability). Let Π

(1)
E be an (F)HE encryption scheme and

Π
(2)
E be a vector encoding scheme, satisfying the ciphertext-

encoding multiplication in Def. 4.2. Let Rp be the underlying
plaintext space of Π

(1)
E , and the extension space Rpd the

plaintext space of Π
(2)
E . We say that Π(1)

E and Π
(2)
E satisfy

the Multi-key Strictly Linear Targeted Malleability, if for any
PPT adversary A, there exists a possibly computationally
unbounded simulator S such that for all auxiliary input
z ∈ {0, 1}poly(λ), the following two distributions are compu-
tationally indistinguishable:

• Real Distribution:

1) The challenger samples (st, {µ⃗i}i∈[K])
$←− Rℓ′

pd ;

2) The challenger gets (pp, sk1, pk1) ← Π
(1)
E .Setup(1λ),

(pp, sk2)← Π
(2)
E .Setup(1λ), and generates the encod-

ings enci ← Π
(2)
E .E(sk2, µ⃗i) for i ∈ [K];

3) Upon receiving all the encodings, ct(1)⊗(2) ←
A(pp, pk1, {enci}i∈[K]; z);

4) The challenger decrypts the result as m⃗′0 ∈ Rℓ′

pd ←
mkDec(sk1, sk2, ct

(1)⊗(2));
5) Output (m⃗′0, {µ⃗i}i∈[K], st).

• Ideal Distribution:

1) The challenger samples (st, {µ⃗i}i∈[K])
$←− Rℓ′

pd ;

2) The simulator generates π ← S(z), where π :=
{mi}i∈[K] ∈ Rpd ;

3) The challenger computes m⃗′1 ∈ Rℓ′

pd :=
∑

i∈[K] mi ·µ⃗i;

4) Output (m⃗′1, {µ⃗i}i∈[K], st).

Lemma 4.2. Let Π
(1)
E be the BGV encryption scheme,

parameterized with (p, q,D,D, σ) with key pair (sk1, pk1),
and Π

(2)
E be a vector encoding scheme with algorithms

(Setup,E,D), parameterized with (p, q,D,D, σ, d, ℓ, τ) with
underlying secret key sk2. If Π(2)

E satisfies strict-LTM (see As-
sumption 2.1), then (Π

(1)
E ,Π

(2)
E ) satisfies the multi-key strict

LTM as in Def. 4.3.

Proof. We show that the lemma holds under Assumption 2.1
via contradiction. Assume that there exists a PPT adversary
A for which the output is computationally distinguishable
from the ideal distribution (i.e., it breaks the above multi-key
strictly LTM), then we build a PPT adversary A′ in the real



distribution in Assumption 2.1 to break the standard strictly
LTM. W.l.o.g., let ℓ′ = 1.
• W.l.o.g., denote the original sk in Assumption 2.1 as sk2.
• After receiving (pp, {enci}i∈[K]; z) from the challenger,
A′ generates (pp, sk1, pk1)← Π

(1)
E .Setup(1λ) and invokes

A(pp, pk1, {enci}i∈[K]; z).

• After receiving enc(1)⊗(2) := (d0, d1, d2, d3) ∈ R4 from
A, A′ outputs (d2 − d0 · s1, d3 − d1 · s1) ∈ R2.

Recall that for RLWE-based encryption scheme, we have
the encodings enc(1)×(2) derived from mkMul to be of the
form (d0, d1, d2, d3) ∈ R4. In the above construction, we
let A′ derive (d2 − d0 · s1, d3 − d1 · s1) ∈ R2 given sk1 :=
s1. On the other hand, in the real distribution generated
w.r.t. A (for multi-key LTM), we decrypt (d0, d1, d2, d3) by
performing the inner product with (s1s2,−s1,−s2, 1). It is
straightforward to see that:

(d3 − d1s1) · 1− (d2 − d0s1) · s2
= d0 · s1s2 − d1 · s1 − d2 · s2 + d3 · 1
= ⟨(d0, d1, d2, d3), (s1s2,−s1,−s2, 1)⟩.

Therefore, both decryption approaches render the same
decryption result. I.e., the final message m⃗′0 recovered from
A′ we construct above is the same message as recovered from
A. Thus, given the same ideal distribution in Assumption 2.1
and Lemma 4.2, if A is able to generate some ciphertext
(d0, d1, d2, d3) ∈ R4 with the underlying plaintext m⃗′0
that breaks the multi-key strictly LTM, then the ciphertext
(d2 − d0s1, d3 − d1s1), encoding the same plaintext m⃗′0,
derived by A′ would also break the standard strictly LTM .

Hence, we conclude that A′ has the same advantage as
A. Since based on Assumption 2.1, such an A succeeding
with non-negligible probability does not exist, we conclude
that A′ cannot exist, and our lemma holds.

Remark 4.1. From Lemma 4.2, we observe that Π(1)
E is not

restricted to linear operations, i.e., (F)HE operations includ-
ing ciphertext-ciphertext multiplication with relinearization
are permitted. In our aggregation framework, where the
original circuit is partitioned into multiple sub-circuits so that
the FHE evaluation and the proof generation are distributed to
sub-provers, sub-provers generate the sub-proofs under Π(1)

E ;
that is, Πenc = Πfhe = Π

(1)
E when computing the sub-proof.

Thus, the sub-prover performs standard ciphertext-ciphertext
multiplication under Π(1)

E followed by relinearization, rather
than the ct-enc multiplication which would at least double
the ciphertext size. In short, beyond enabling the outer-layer
(F)HE circuit that performs the batched verification as in § C,
this property preserves the compactness of the final proof
by allowing relinearization of internal multiplications.

5. LPCP-based Aggregatable VCoED

The formal protocol of our FHE-over-SNARK scheme,
Encore, is given in Fig. 7, and its distributed variant,
d-Encore, is given in Fig. 8.

Theorem 5.1. Let Π(1)
E be an (F)HE encryption scheme, Π(2)

E
be an encoding scheme, both satisfying semantic security. If
ΠLPCP satisfies statistical soundness against linear provers,
and Π

(1)
E ,Π

(2)
E satisfy the multi-key strictly linear targeted

malleability ( Def. 4.3), the Encore protocol given in Fig. 7
is a sound VCoED in the preprocessing model.

We defer the formal proof to § B. The completeness and
outsourceability are straightforward, and the client-privacy
is guaranteed by the semantic security of the encryption
scheme Π

(1)
E . For soundness, at a high level, if the prover is

able to convince the verifier for (i,x) ̸∈ L, then based on
the multi-key strictly LTM, the simulator should be able to
simulate a linear proof, from which we extract the witness
w, and contradict the statistical soundness of LPCP.

Similar to the LPCP-based prior works [9], [56], if we
assume a stronger strictly LTM assumption with computation-
ally efficient simulation in Def. 4.3, and the underlying LPCP
satisfies knowledge soundness, then Encore is knowledge
sound. The multi-key strictly LTM with computationally
bounded simulator can also be directly reduced to the stan-
dard strictly LTM with computationally bounded simulator.
Both definitions of the standard strictly LTM are conjectured
to be true and remain secure under the latest attack in [17].

Theorem 5.2. Let Π(1)
E be an encryption scheme, Π(2)

E be
an encoding scheme, both satisfying semantic security. If
ΠLPCP satisfies knowledge soundness against linear provers,
and Π

(1)
E ,Π

(2)
E satisfy the multi-key strictly linear targeted

malleability with computationally efficient simulation, the
Encore protocol given in Fig. 7 is a knowledge sound VCoED
in the preprocessing model.

Theorem 5.3 (Distributed VCoED). Let Π(1)
E be an encryp-

tion scheme, Π(2)
E be an encoding scheme, both satisfying

semantic security. If ΠLPCP satisfies knowledge soundness,
and Π

(1)
E ,Π

(2)
E satisfy the multi-key strictly linear targeted

malleability with computationally efficient simulation, the
d-Encore protocol given in Fig. 8 is a knowledge sound
distributed VCoED in the preprocessing model.

6. Evaluation

Throughout, we fix the underlying (F)HE plaintext
modulus p = 7340 033 = 7 · 220 + 1, so log p = 23, and
sample secret keys from a ternary distribution with fixed
Hamming weight h = 32. For the query encoding scheme,
set the Galois extension degree d = 6 over Zp to guarantee
> 100 bits soundness, with message-vector length ℓ = 4
and sparsification factor τ = 1, yielding 2 + 2(ℓ+ τ) = 12
ring elements per multi-key ciphertext. A prototype [61] is
implemented on top of SEAL [49] for noise analysis.
Cost breakdown. We record the per-step noise con-
sumption and the operation counts of proof generation
in Table 2. Notice that step 4 in Table 2 multiplies normal
(F)HE ciphertexts by crs extended vector encodings, i.e.,
(Rq)

2 × (Rqd)
6 → (Rqd)

12, and step 5 operates over
encodings in (Rqd)

12. The total noise budget incurred



for the data (F)HE chain due to our SNARK protocol is
approximately 360 bits with η = 5 (i.e., we adapt a 5-layered
NTT to optimize the runtime). When applicable, a ring switch
can be used to halve the operation cost.

TABLE 2: Per-step noise consumption and operation counts
for proof generation, where N is the circuit size.

Step Description Noise
(bits) Operations

1 INTT to obtain
coefficients of V,W, Y

23η
O(ηN1+1/η) Zp × ct
O(ηN1+1/η) ct-ct add2 Coset-NTT to obtain coset

evaluations of V,W, Y

3 ct-ct mul to
obtain VW − Y at coset 50

N (ct-ct mult+relin)
N ct-ct add

4 Multi-key mul between
(F)HE ciphertexts and crs

50 2N multi-key mul

5 Add all multi-key ct to
obtain the final proof ans 10 2N multi-key add

TABLE 3: Microbenchmark of (F)HE operations for one
limb with ≈ 50 bits and ring dimension D = 16384.

Operation ct-ct Add ct-ct Mul Zp × ct Relin. Dec.
Time (ms) 0.008 0.045 0.016 0.775 0.258

Main comparison. For a fair comparison, we adopt the
microbenchmark (see Table 3) of prior work [67], which
is conducted on a machine with an Intel Xeon Platinum
8592V processor, 256 logical cores, and 512 GB memory,
to estimate the runtime. All numbers of prior works are
rescaled accordingly. We fix the circuit size to be N = 220

with half multiplication and half addition gates, matching the
setup by prior works [53, Table 20]. For our protocol, which
handles additions for free, the effective circuit size is 219 (i.e.,
219 multiplication gates). For all schemes, the decryption
time dominates the verification and thus the verifier time is
estimated based on the proof size if not reported by prior
works. A detailed derivation of these estimates is deferred
to the full version.

Our prover cost is dominated by the (I)NTT of steps 1,2.
Since in the non-distributed setting, Encore needs not homo-
morphically aggregate sub-proofs, it admits a more aggressive
layered NTT with η = 5 over 7 limbs of 50 bits each. The
last two steps 4 and 5 are performed w.r.t. the crs encodings,
where each encoding has ℓ+τ = 5 Rp6 elements, with exten-
sion factor d = 6. Table 4 reports prover runtime, proof size,
and verifier runtime for ring dimensions D ∈ {213, 214, 215},
where the data payload utilizes the full SIMD slots, i.e.,
B = D. The first three works, Blind ZK,Phalanx,RAA, all
utilize the SIMD structure for proof evaluations but not
for the native FHE parallelism, and thus the cost scales
linearly with D. 7 Our protocol improves on Blind ZK and
Phalanx by three to five orders of magnitude across all three
metrics. Against RAA, our proof size and verification are

7. These works could potentially be optimized to handle SIMD payloads;
since they do not discuss it, we apply a direct B× factor to their reported
numbers, following Laminate [53]. Note that RAA states that its machine
is 1.5–2× faster than Xeon baselines for SEAL. Thus, our rescaling is
conservative in its favour.

Figure 3: The prover-side time for d-Encore, with a fixed
aggregation circuit size of 211. The original circuit size
ranges from 224 to 230 and the sub-circuit size ranges from
214 to 220 correspondingly, ring dimension D = 215.

Figure 4: The prover-side time for d-Encore, with a fixed
sub-circuit size of 220, ring dimension D = 215.

also approximately five orders of magnitude better, while
the prover runtime is 2.09× faster for D = 215. Against
Lasagne, both proof size and verification time are an order of
magnitude smaller, while prover runtime is 2.55× faster for
D = 215. Against the strongest baseline Laminate, our proof
and verification are ∼ 6× smaller with 1.53× slower prover
for D = 213, and 1.18× faster with ∼ 1.4× improvements
in both proof size and verification for D = 215.
Distributed setting. In Table 4, we instantiate d-Encore
with M = 27 sub-provers, each proving a sub-circuit of
size 212, and an instance (public input/output) of size 212

dominating the aggregation circuit. For D = 215, prover-side
finishes in 2.11 hours, 10.54× faster than Laminate, 18.55×
faster than RAA, 22.72× faster than Lasagne, while proof
size and verification time retain the same advantage.

We further evaluate circuits with 224–230 multiplication
gates with D = 215 and the number of sub-provers M = 210

in Fig. 3, representing the number of field multiplications
up to 245. Our prover finishes in 400 single-core hours.
Moreover, since our proof size and verification time stay
constant and all prior works scale at least logarithmically to
the circuit size, our proof size and verification are then at
least 22.63× smaller than Lasagne and 2.15× smaller than
Laminate. We also show the scaling of the d-Encore w.r.t.
the aggregation circuit size in Fig. 4 and the scaling across
M ∈ {29, . . . , 215} for a circuit of size 226 in Fig. 5.

Figure 5: The prover-side time for d-Encore. The original
circuit size is 226. The number of sub-provers ranges from
29 to 215; the sub-circuit size ranges from 217 to 211.



TABLE 4: Comparison of prover runtime, proof size, and verifier runtime with plaintext space Rp ring dimension D ∈
{213, 214, 215}, N = 220 for half multiplication gates and half addition gates. The noise overhead column reports the
additional bits required by each scheme to support the proof generation on the underlying (F)HE. d-Encore runs in a
distributed manner with 128 sub-provers. ∗We compare with Laminatelane, which handles SIMD data without automorphism.

Scheme
D = 213 D = 214 D = 215

Prover
(hr)

Proof
(MB)

Verifier
(ms)

Prover
(hr)

Proof
(MB)

Verifier
(ms)

Prover
(hr)

Proof
(MB)

Verifier
(ms)

Blind ZK [24] ∼ 53568 ∼ 950272 ∼ 106 ∼ 107136 ∼ 1.9× 106 ∼ 2.1× 106 ∼ 214272 ∼ 3.8× 106 ∼ 4.2× 106

Phalanx [66] ∼ 13248 ∼ 475955 ∼ 523931 ∼ 26496 ∼ 951910 ∼ 106 ∼ 52992 ∼ 1.9× 106 ∼ 2.1× 106

RAA [33] ∼ 9.78 ∼ 262144 > 250000 ∼ 19.57 ∼ 524288 > 500000 ∼ 39.14 ∼ 106 > 106

Laminate∗ [53] ∼ 5.6 13.3 ∼ 26.06 11.12 13.3 ∼ 26.06 ∼ 22.24 13.3 ∼ 26.06

Lasagne [67] 11.61 135 ∼ 148.61 23.97 142.5 188.24 ∼ 47.94 150 ∼ 165.12

Encore 8.56
2.32 ∼ 4.32

9.38
4.64 ∼ 9.29

18.77
9.28 ∼ 19.9

d-Encore 1.34 1.36 2.11

Overhead on (F)HE. We finally quantify the cost of
embedding our SNARK atop the base (F)HE scheme.

From Table 2, proof generation consumes ∼ 360 bits of
noise across 7 limbs, versus ≈ 100 bits for RAA, 150 bits for
Laminate, 250 bits for Blind ZK, and 360 bits for Phalanx.
Our noise budget stems from the (I)NTT needed to derive the
quotient polynomial H(s) and our larger plaintext modulus
(log p = 23 versus 17 for Laminate), which raises per-level
multiplication noise. For multiplicative depth dp ∈ {6, 8, 10},
our overhead on the base (F)HE is 4.32×, 1.78×, 1.70×,
against 2.86×, 1.33×, 1.27× for Laminate.

Crucially, proof-generation runtime dominates the end-to-
end cost. We compare with our strongest baseline Laminate
as follows. For a circuit of size N = 220 with B = D = 214,
dp = 8, half multiplications, half additions gates distributed
uniformly, an honest evaluation takes 0.93 hours [53, Table
23]. Integrated with Laminate, the total server time is ∼
12.36 hours, while with Encore it is 0.93·1.78+9.38 = 11.04
hours, 1.12× faster. Since our protocol is agnostic to circuit
structure and computation-free for addition gates, the gap
widens on addition-heavy circuits: If the circuit contains 90%
addition gates (< 217 multiplications, ∼ 0.21 honest hours),
Laminate needs ∼ 3.55 hours while Encore takes 0.21·1.78+
1.70 = 2.07 hours, a 1.71× improvement. Conversely, for a
circuit with 90% multiplication gates, Laminate takes ∼ 9.76
hours, and we require 1.65 · 1.78 + 18.00 = 20.94 hours,
2.15× slower. Meanwhile, our proof size and verification
time retain their advantage across all settings.

The distributed variant, d-Encore, trades a larger noise
budget for smaller circuit sizes (thus cheaper NTT), requiring
up to 560 bits across 11 limbs. This leaves roughly 4 multipli-
cation levels to the base (F)HE (without bootstrapping), and
incurs a 4× overhead. With M = 128 sub-provers, the total
server time of d-Encore is 0.93/M ·4+1.36 = 1.39 hours for
half-half circuits (8.89× faster than Laminate), 0.14 hours
at 90% additions (25.36× faster, since now the effective
sub-circuit size for sub-provers is < 210), and 2.34 hours at
90% multiplications (still 4.17× faster than Laminate).
When our protocol shines. Since additions are proven
for free, our protocol is best suited to circuits that are
not multiplication-dominated. The distributed variant further
favors wide and shallow circuits, with a huge amount of

multiplication gates yet shallow multiplicative depths. A
natural fit is verifiable private analytics over large encrypted
datasets, e.g., computing statistics or weighted aggregates
over millions of records.

7. Conclusion and Open Problems

In this work we present Encore and its distributed variant
d-Encore, an FHE-over-SNARK that achieves constant proof
size independent of the circuit size, while natively support-
ing SIMD FHE operations. By revisiting the LPCP/QAP
framework long set aside as impractical for verifiable FHE
and lifting the proven relation to the plaintext level via the
ciphertext-encoding multiplication, Encore inherits the same
security foundation as prior LPCP-based SNARKs without
introducing new assumptions. On circuits with multiplication
and addition gates evenly distributed, our protocol outper-
forms prior work in a preprocessing model, and the advantage
widens on addition-heavy, wide-and-shallow circuits.

As a new route to FHE-over-SNARK, our work leaves
several problems open. First, the prover cost is dominated by
the (I)NTT used to derive the quotient polynomial; whether
this can be further optimized or replaced by a fundamen-
tally cheaper representation remains an interesting question.
Second, our SNARK proves arithmetic relations over the
plaintext, and thus cannot efficiently certify non-arithmetic
operations such as Galois automorphisms. Similarly, our
protocol works in the exact relation and it seems that to
support approximate FHE schemes such as CKKS [15]
requires new techniques. Third, Encore operates in a pre-
processing model: the verifier performs a one-time, circuit-
dependent setup to generate the query encodings, which,
as in prior LPCP-based work, amortizes across repeated
evaluations of the same circuit but is a real cost for one-shot
computations. Finally, supporting server-side input privacy
requires additional engineering. It would also be interesting
to adapt the noise-smudging technique of LUNA [56] to
avoid the exponential noise involved for smudging alone.
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tum oblivious lwe sampling and insecurity of standard model lattice-
based snarks. In STOC 2024, 2024.
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Appendix A.
Supplementary Materials of Preliminary

(Fully) homomorphic encryption. A (fully) homomorphic
encryption scheme, first constructed by [29], consists of
algorithms (GenParam,KeyGen,E,D,Eval). The GenParam
interface takes as input the security parameter and outputs
the (F)HE parameters pp, which include the ring dimension
D, the ciphertext modulus q, the plaintext modulus t, the
secret key distribution D and the error distribution χ. The
parameters pp are input to all other algorithms. The KeyGen
algorithm generates the public key, the secret key, and
the evaluation key (pk, sk, ekeval). The E interface takes a
public key pk and a plaintext message m ∈ Rt as inputs,
and outputs a ciphertext ct := m ∈ Rq. Decryption
recovers the plaintext accordingly: m ← D(ct, sk). Given
an arithmetic function f and ciphertexts (ct1, . . . , ctn) :=(
m1 , . . . , mn

)
, Eval(f, (ct1, . . . , ctn), ekeval) outputs ct′,

s.t., D(ct′) = f(m1, . . . ,mn). To be more specific:
• ct ← Eval(+, {cti}i∈[m]): given a list of ciphertexts,

outputs a single ciphertext ct, s.t., D(ct) =
∑

i∈[m] D(cti).

• ct← Eval(·, ct1, ct2): given two input ciphertexts, outputs
a single ciphertext ct, s.t., ∀i ∈ [N ],D(ct)[i] = D(ct1)[i] ·
D(ct2)[i].

In BFV, an input message is treated as a vector in
ZD
t , which is then encoded into a ring element ∈ Rt via

the Inverse Number Theoretic Transform (INTT) before
encryption. Similarly, decryption produces a ring element
that is decoded back into a vector in ZD

t . For simplicity and
readability, we treat the encoding and decoding procedures as
being wrapped inside the E and D interfaces. Moreover, BFV
supports Single Instruction Multiple Data (SIMD), enabling
homomorphic operations to be applied component-wise to
all entries (slots) of the encrypted vector.

Definition A.1 (Distributed VCoED). A distributed
verifiable computation on encrypted data (d-
VCoED) protocol Π consists of the PPT algorithms
(Setup,E,Distribute, SubProve,AggProve,Verify), with
Setup,E,Verify defined in the same way as in Def. 2.3 and
other procedures defined as follows.

https://github.com/Microsoft/SEAL
https://github.com/wyunhao/mk-fhe-zkp
https://github.com/wyunhao/mk-fhe-zkp


• (PK, {(PKi,xi,wi)}i∈[M ]) ← Π.Distribute(PK,x,w):
create M sub-circuits {(PKi,xi,wi)}i∈[M ] and a master
proving key PK based on (PK,x,w).

• (πi, ct
′
i)← SubProve(PKi,xi,wi): generate proof πi and

the evaluation result ct′i for sub-circuit (xi,wi) using the
proving key PKi.

• (π, ct′) ← AggProve(PK, {(πi, cti)}i∈[M ]): generate ag-
gregated proof π and the final evaluation given the master
proving key PK, the sub-proofs and the evaluations of the
sub-circuits {(πi, cti)}i∈[M ].

With outsourceability and client-privacy as defined
in Def. 2.3, a d-VCoED for RSAT also needs to satisfy
the following properties:
• Completeness. For all (i,x,w) ∈ RSAT, let
(VK,PK)← Setup(1λ, i), (PK, {(PKi,xi,wi)}i∈[M ])←
Distribute(PK,x,w), (πi, ct

′
i) ← SubProve(PKi,

xi,wi), i ∈ [M ] and (π, ct′) ←
AggProve(PK, {(πi, ct

′
i)}i∈[M ]), we have that

Verify(VK,x, ct′, π) = 1.
• Knowledge soundness. For any PPT adversary A there

is a PPT extractor E such that if (i′, aux) ← A(1λ),
(VK,PK) ← Setup(1λ, i′), and (x′,w′, π′, ct′) ←
EA(PK, aux), where the extractor might have ac-
cess to the random tape of A, it holds that:

Pr

(
Verify(VK,x′, ct′, π′) = 1
∧(i′,x′,w′) ̸∈ RSAT

)
= negl(λ).

• Succinctness. For any (i,x,w) ∈ RSAT, we have that
|π| = poly(λ) · polylog(|x|+ |w|), which is independent
of M .

Appendix B.
LPCP-based FHE-over-SNARK

In this section, we formally present our FHE-over-
SNARK protocol Encore in Fig. 7 based on LPCP, for the
indexed relation (i,x,w) ∈ RSAT for circuit satisfiability.

We first construct the underlying ΠLPCP in Fig. 6, which
is a standard 4-query LPCP based on QAP as in [35].
The completeness and knowledge soundness follow directly
from [35]. With the ΠLPCP in hand, we construct our FHE-
over-SNARK protocol Encore in Fig. 7.

Remark B.1. Standard strictly LTM (Assumption 2.1)
simulates the linear proof over the extension field Rpd

whereas the (F)HE witness should live in Rp. For client-only
inputs this is immediate: All inputs are Rp elements and
homomorphic evaluation keeps every intermediary wire in
Rp. For circuits with server-side inputs {νi} potentially in
Rpd , we enhance the original (F)HE to additionally compute∑

i∈[K′] ri
1
· νi

1
, where K ′ is the total number of server

inputs, and {ri ∈ Rp} are secret random elements chosen
by the verifier. I.e., the prover computes the random linear
combination of all server-side inputs, and a well-formed
R2

q output α certifies all νi ∈ Rp with soundness error
1/p, amplified to 1/pρ over ρ repetitions. With log p = 23,
ρ = 6 suffices for 128-bit soundness, enlarging the proof by

(st,Q)← ΠLPCP.Query(1λ, i):

1) Parse i as (pp := (R, λ), C := ({Vk(x),Wk(x), Yk(x)}k∈I , t(x)))
(see Def. 2.2), where I := Iio ∪ Imid is the set of all wires, Iio denotes
the wire indices set for public inputs/outputs. Let N be the number of
multiplication gates in the circuit.

2) Define the |N |-th root of unity {ωj}, with N | p − 1. Sample a coset
{ξωj} for ξ

$←− Rp. Sample the random evaluation point s
$←− R

pd
\

{ωj , ξωj}j∈[N].

3) Let Lj(s) :=
(sN−ξN )·ωj

N·ξN−1(s−ξ·ωj)
, j ∈ [N ] be the Lagrange basis. Define

Hj(s) = t(ξωj)−1 · Lj(s).
4) Let w′ := |Iio| be the total number of public input/output wires and w be

the total number of wires in each sub-circuit Ci. Construct the query matrix
Q ∈ R4×(N+|Imid|+1)

q as:
V|Iio|+1(s) . . . V|I| 0 . . . 0
W|Iio|+1(s) . . . W|I| 0 . . . 0
Y|Iio|+1(s) . . . Y|I| 0 . . . 0

0 . . . 0 H1(s) . . . HN (s)

 . (6)

5) Output (st := s,Q).
π ← ΠLPCP.Prove(1

λ, i,x,w):
1) Evaluate C based on the circuit structure i and the encrypted FHE data of x

and derive all wire values homomorphically, denoted as {ctk}k∈[|Imid|].
2) Treat {ctvj}, {ctwj}, {ctyj} ⊂ {ctk}k∈[|Imid|] as the evaluations of

polynomial Vmid,Wmid, Ymid at the root of unit ωj for j ∈ [N ]. Use a η-
layered INTT to homomorphically compute {ctv′j}, {ctw

′
j}, {cty

′
j}, denot-

ing ciphertexts encrypting the coefficients of Vmid,Wmid, Ymid. And then use
an η-layered NTT to homomorphically compute {ctv′′j }, {ctw

′′
j }, {cty

′′
j },

encrypting the evaluations of Vmid,Wmid, Ymid on the coset points {ξωj}.
3) Derive cthj ← Π

(1)
E .Eval(+,−cty′′j ,Π

(1)
E .Eval(×, ctv′′j , ctw

′′
j )).

4) Output π := {ctk}k∈[|Imid|] ∪ {cthj}j∈[N+1].
{0, 1} ← ΠLPCP.Verify(st,x, ans):

1) Parse st := (Vio(s),Wio(s), Yio(s)), and x := {mκ} as the decryption
of the FHE evaluation outputs. Derive V ′

io(s)← Vio(s) +
∑

κ mκ · Vκ(s),
similar to W ′

io(s), Y
′
io(s).

2) Parse ans := m⃗∥m⃗′, where m⃗ ∈ Rℓ

pd
and m⃗′ ∈ Rτ

pd
and return ⊥

directly if m⃗ · T ̸= m⃗′.
3) Parse ans := (v′, w′, y′, h′), and return 1 if (V ′

io(s) + v′)(W ′
io(s) +

w′)− (Y ′
io(s) + y′) = h′t(s); 0 otherwise.

Figure 6: The formal protocol of ΠLPCP.

a few hundred KB. We consider the incurred prover side cost
negligible for a moderate number of server inputs (≲ 10%
of the circuit). Matching prior work [53], [67], we focus
concrete evaluations on the client-only setting in this work.

Proof of Theorem 5.1.

Proof. The completeness directly follows from the results in
prior works [9, Theorem 4.6], [6, Lemma 6.3]. We prove the
soundness by contradiction. Let A be the malicious prover
that convinces the verifier of some false statement (i,x) ̸∈ L
with non-negligible probability ϵ(λ). Since Π

(1)
E ,Π

(2)
E satisfy

the multi-key strictly LTM as defined in Def. 4.3, then there
exists a simulator S such that the following two distributions
are computationally indistinguishable:

• Real Distribution: Invoke Encore.Setup(1λ, i) to get
VK := (sk1, sk2, ·) and PK := (crs, pp, pk1, evk, i).
Let (st,Q) ← ΠLPCP.Query(1

λ, i) be the underlying
invocation on ΠLPCP inside Encore.Setup, where Q ∈
R4×(N+|Imid|+1)

pd .



(VK,PK)← Encore.Setup(1λ, i):

1) Parse i as (pp := (R, λ), C := ({Vk(x),Wk(x), Yk(x)}k∈I , t(x)))
(see Def. 2.2), where I := Iio ∪ Imid is the set of all wires, Iio denotes
the wire indices set for public inputs/outputs. Let N be the number of
multiplication gates in the circuit.

2) Choose p,Q,D, σ,D as the parameter set for the BGV encryption scheme,
such that N | p − 1 and D | p − 1. Let Π(1)

E be the BGV encryption
scheme with key pair (pk1, sk1 := s1) and other evaluation keys evk to
facilitate the (F)HE evaluations, with ciphertext modulus Q chosen based on the
(F)HE circuit C, and correspondingly initialize the encoding scheme Π

(2)
E :=

(Setup, E,D) with secret key sk2 := (s2, a, T ) ← Π
(2)
E .Setup(1λ, 1ℓ),

with encoding modulus q chosen based on Lemma 4.1. Choose the extension
factor d and the sparsification factor τ as in Def. 4.1.

3) Let (st := s,Q) ← ΠLPCP.Query(1λ, i). Generate enck := q
⊤
k

2
,

where qk is the column vector in the query matrix Q. Let crs :=
{enck}k∈[N+|Imid|+1].

4) For all public inputs/outputs x := {mκ}κ∈Iio
, derive Vio(s) =

∑
κ mκ ·

Vκ(s), similar to Wio(s), Yio(s).
5) Set VK = (sk1, sk2, s, Vio(s),Wio(s), Yio(s), t(s)),

PK = (crs, pp, pk1, evk, i). Output (VK,PK).
(ans, ct′)← Encore.Prove(1λ,PK,x,w):

1) Invoke π ∈ RN+|Imid|+1
q ← ΠLPCP.Prove(1

λ, i,x,w). Extract the
evaluation result ct′, which is just a wire value, from π and then compute
the final answer as ans← mkAdd({mkMul(πk, enck)}k∈[N+|Imid|+1])

m/⊥ ← Encore.Verify(1λ,VK, ct′, ans):

1) Decode µ⃗ ∈ Rℓ′
pd
← mkDec(sk1, sk2, ans).

2) Parse µ⃗ := m⃗∥m⃗′, where m⃗ ∈ Rℓ

pd
and m⃗′ ∈ Rτ

pd
and return 0 directly

if m⃗ · T ̸= m⃗′.
3) Decrypt the evaluation result ct′ into m under sk1 and let Yio(s) ←

Yio(s)+m ·Yout(s), where Yout(x) is the sub-polynomial encoding the final
output wire. Invoke b ← ΠLPCP.Verify((Vio(s),Wio(s), Yio(s)),x, m⃗),
and return m if b = 1 and ⊥ otherwise.

Figure 7: The formal protocol of Encore.

Let enci ← Π
(2)
E .E(sk, q⃗i), where q⃗i is the i-th column of

the query matrix Q.
enc′ ← A(pp, {enci}, pk1, i,x), s.t., mkDec(sk1, sk2,
enc′) ̸= ⊥.
m⃗′0 ∈ R5

pd ← mkDec(sk1, sk2, enc
′). Output (Q, st, m⃗′0).

• Ideal Distribution: (st,Q)← ΠLPCP.Query(1
λ, i), where

Q ∈ R4×(N+|Imid|+1)

pd .

π ← S(i), and m⃗′1 ∈ R5
pd ← π⊤Q. Output (Q, st, m⃗′1)

By assumption, A convinces an honest verifier with
probability ϵ(λ), i.e., we have the LPCP verifier out-
put ΠLPCP.Verify(Q, st, m⃗

′
0) = 1 with probability at

least ϵ(λ). Based on the computational indistinguisha-
bility of the two distributions, we should then have
ΠLPCP.Verify(Q, st, m⃗

′
1) = 1 with probability at least ϵ(λ)−

negl(λ) by treating ΠLPCP.Verify as our PPT distinguisher
between two distributions.

Now, notice that in the ideal distribution, the linear
proof π ∈ RN+|Imid|+1

pd is generated independently of the
query matrix Q and the state st of ΠLPCP. Therefore, by
an averaging argument, there exists some π, s.t., on input
(i,x) ̸∈ L, ΠLPCP.Verify(Q, st, m⃗

′
1) = 1. On the other hand,

based on the statistical soundness of the underlying ΠLPCP,
for all π ∈ RN+|Imid|+1

p (i.e., the non-extended linear proof),
we have ΠLPCP.Verify(st,x,w) = 1 with probability less

than ϵ, where w is the first |Imid| ring elements of π, while for
all π ∈ RN+|IMID|+1

pd \RN+|Imid|+1
p (i.e., the witness strictly

lying in the extended ring), we clearly have RSAT(i,x,w) =
0 under the case of no-server-side inputs (i.e., all encrypted
inputs and evaluation outputs ∈ x of the FHE scheme are
non-extended Rp elements).

Therefore, we have a contradiction and conclude that
Encore is non-adaptively sound.

Proof of Theorem 5.2.

Proof. The proof follows from [6] and is similar to The-
orem 5.1. Essentially, if the malicious prover is able to
convince the verifier with some non-negligible probability ϵ,
then given the computational indistinguishability, we would
have a PPT simulator in the ideal distribution and output
some (Q, st, m⃗′1). We then invoke the extractor E(i,x) of
the underlying ΠLPCP to extract the witness w. Similar to
before, under a no-server-input setting (i.e., VCoED), we
have the extracted w ∈ R|Imid|

p as the valid witness lying in
the non-extended ring.

Setup cost. Like all prior works, including those [53], [67]
based on holographic GKR, our protocol requires a circuit-
dependent setup that amortizes across evaluations of the same
circuit. This setup includes deriving the sub-polynomials
Vk(s),Wk(s), Yk(s) for k ∈ [3N ] and Hi(s) for i ∈ [N ].
By the definition of a QAP (Def. 2.2), the evaluations of
Vk(x) on the roots of unity are all zero except for a single
slot, which is one; the same holds for Wk(x) and Yk(x).
Therefore, we use O(N) operations to compute the Lagrange
basis Li(s) =

ωi·(sN−1)
N ·(s−ωi) for i ∈ [N ], which directly yields

the evaluations Vk(s),Wk(s), Yk(s). A similar procedure is
taken for deriving Hi(s) in O(N). The dominant cost comes
from the encoding step, which, based on the microbenchmark
from the prior work [67], takes ∼ 84.3 hours on a single
core. This cost is a circuit-dependent preprocessing and can
be amortized across multiple evaluations. As in all the prior
works, we focus the comparison on the online prover cost.

Appendix C.
Aggregation Framework of Distributed Prover

Our distributed protocol d-Encore consists of five phases:
(1) a setup phase that generates the verification and proving
keys, which also specify the structure of all sub-circuits and
the aggregation circuit, (2) a distribution phase to generate
sub-witnesses based on the partitioned sub-circuits and
distribute the proving keys to the prover side, (3) the parallel
computation of sub-provers, (4) the aggregation performed
by the master prover, which generates a succinct proof, and
(5) the verification checks computed by the verifier.

Definition C.1 (Aggregation Circuit). Let Π(1)
E ,Π

(2)
E be as

defined in Def. 4.2. For M ∈ Z, and a⃗i ∈ (R2
q)

8 with
i ∈ [M ], the aggregation circuit (AC) is described by the
QAP CAC :=

{
{V̄k̄(x), W̄k̄(x), Ȳk̄(x)}k̄∈Ī , t̄(x)

}
, where

Ī is the index set of all wires in CAC, and evaluates the



functions: fAC
(
{a⃗i}i∈[M ]

)
=

∑
i∈[M ](ai,1+ai,2)⊗(ai,3+ai,4)−

(ai,5 + ai,6) − ai,7 ⊗ ai,8. We denote the output of fAC by
out

1
. We denote by Īio the set of indices for wires carrying

the values {ai,1, ai,3, ai,5, ai,8}i∈[M ], L̄ the set of indices
for wires carrying the values of {ai,2, ai,4, ai,6}i∈[M ], and
J̄ = Ī\(Īio ∪ L̄). We define the index-mapping function
Idxv : [M ] → L̄, which, with i ∈ [M ], outputs the wire
index in AC that carries ai,2. Similar to Idxw, Idxy, Idxh.

Lemma C.1 (Circuit Partition [54]). For the indexed relation
(i = (pp, C),x,w) ∈ RSAT, for some public parameter
pp and a circuit C, there exists an efficient transformation
fpart = (fi, fx, fw, fmap):

(
{ii := (pp, Ci)}i∈[M ], iAC

)
←

fi(i,m), {xi}i∈[M ] ← fx(i, {ii}i∈[M ],x), {wi}i∈[M ] ←
fw(i, {ii}i∈[M ],x,w), and k′ ← fmap

(
i, {ii}i∈[M ], i, k

)
maps the wire index k ∈ Ii in sub-circuit Ci to a wire index
k′ ∈ I in the original circuit C, such that:
• Completeness: If (i,x,w) ∈ RSAT, then for all i ∈ [M ],
(ii,xi,wi) ∈ RSAT.

• Knowledge soundness: Let
(
{ii}i∈[M ] , iAC

)
← fi(i,m),

for every PPT algorithm A, {(xi,wi)}i∈[M ] ←
A({ii}i∈[M ], iAC,m), if for all i, i′ ∈ [M ], k ∈ Ii, k′ ∈
Ii′ s.t. fmap(i, {ii}i∈[M ], i, k) = fmap(i, {ii}i∈[M ], i

′, k′),
we have ck = c′k, i.e., the k-th wire in Ci carries the same
value as the k′-th wire in Ci′ if they are stemmed from
the same wire in the original circuit C, then there exists a
PPT extractor E , (x,w)← E(i, {(ii,xi,wi)}i∈[M ]), such

that: Pr
[
∀i, (ii,xi,wi) ∈ RSAT

∧ (i,x,w) ̸∈ RSAT

]
= negl(λ).

Lemma C.2 (Batched Satisfiability). For δi
$←− Rpd , let

F (x) =
∑

i∈[M ] δi ·fi(x) and fi(x) = Vi(x)Wi(x)−Yi(x)−
Hi(x)ti(x). For s

$←− Rpd , if ∀i ∈ [M ], fi(s) = 0, then we
have that F (s) = 0. If F (s) = 0 and fi(x) has degree at
most N ′ for all i ∈ [M ], then Pr[∀i, fi(s) = 0] ≥ 1− 2N ′

|pd| .

Proof. It is clear to see that if ∀i ∈ [M ], fi(s) = 0, then
F (s) = 0. The other direction is straightforward by applying
the generalized Schwartz-Zippel lemma [25, Lemma 2].

Proof of Theorem 5.3.

Proof. Similar to Theorem 5.2, the completeness, outsource-
ability and client privacy are straightforward. In the end, the
aggregator sends a single ans w.r.t. the query of the aggre-
gation circuit, and thus the succinctness is also preserved.
Notice that the evaluation output of AC is expected to be
zero and thus the aggregator does not need to send that. Thus,
we have the proof size of d-Encore to be the same as our
non-distributed protocol Encore. The knowledge soundness
follows a similar idea as in Theorem 5.2. Essentially, based
on Lemma 4.2, a PPT simulator simulates a linear proof used
to perform the inner product with the entangled query matrix
Q̄′ as defined in Fig. 8. And then based on the knowledge
soundness of ΠLPCP, the extractor EOπ

(iAC,x) is able to
extract all sub-witnesses {wi}i∈[M ] from the linear proof
simulated. Based on Lemma C.2, given the evaluation result

(VK,PK)← d-Encore.Setup(1λ, i):

1) Parse i as (pp := (R, λ), C := ({Vk(x),Wk(x), Yk(x)}k∈I ,
t(x))) as in Fig. 7. And let({
ii := (pp, Ci = ({Vi,k,Wi,k, Yi,k}k∈Ii

, ti(x)))
}
i∈[M]

,

iAC :=
(
pp, CAC =

({
V̄k̄, W̄k̄, Ȳk̄

}
k̄∈Ī , t̄(x)

)))
← fi(i,m). Let

N ′ be the maximum number of multiplication gates in the sub-circuits and
let N̄ be the number of multiplication gates in AC.

2) Instantiate Π
(1)
E ,Π

(2)
E with parameters p,Q,D, σ,D, d, ℓ, τ as in Fig. 7.

3) Let (st := s,Qi) ← ΠLPCP.Query(1λ, ii) and (st := s̄, Q̄) ←
ΠLPCP.Query(1λ, iAC). Let w′

i := |Iio,i| and wi be the total number
of wires in each sub-circuit Ci. Similarly, let w̄ be the total number of wires
in the aggregation circuit, and w̄′ := |Īio ∪ L̄|. Based on the two query
matrices Q, Q̄, form the entangled query Q̄′ as:

Ψ⃗v H⃗v V̄w̄′ (s̄) · · · V̄w̄(s̄) 0 · · · 0

Ψ⃗w H⃗w W̄w̄′ (s̄) · · · W̄w̄(s̄) 0 · · · 0

Ψ⃗y H⃗y Ȳw̄′ (s̄) · · · Ȳw̄(s̄) 0 · · · 0
0 0 · · · 0 0 H̄1(s̄) . . . H̄N̄ (s̄)

 ,

(7)
where Ψ⃗v := (Ψv

1,w′1
· · · Ψv

1,w1
· · ·Ψv

M,w′
M
· · · Ψv

M,wM
), s.t. each

element Ψv
i,k := Vi,k(s)·V̄Idxv(i)(s̄)+Wi,k(s)·V̄Idxw(i)(s̄)+Yi,k(s)·

V̄Idxy(i)(s̄), and H⃗v := H⃗v
1(s̄)∥ · · · ∥H⃗v

M (s̄), s.t. H⃗v
i (s̄) := (Hi,1(s) ·

V̄Idxh(i)(s̄) · · · Hi,Ni
(s) · V̄Idxh(i)(s̄)). Similar to Ψ⃗w, Ψ⃗y, H⃗w, H⃗y .

Generate cti,k := q
⊤
i,k

1

, where qi,k is the column vector in the query

matrix Qi. And then generate enck̄ := q̄
⊤
k̄

2
, where q̄k̄ is the column

vector in the query matrix Q̄′. Let crs := {cti,k} ∪ {enck̄}.
4) Construct V̄io(s̄), W̄io(s̄), Ȳio(s̄) with x as in Fig. 7.
5) Set VK =

(
sk1, sk2, s, s̄, V̄io(s̄), W̄io(s̄), Ȳio(s̄), t̄(s̄)

)
, PK =

(crs, pp, pk1, evk, {ii}, iAC). Output (VK,PK).

(PK, {(PKi,xi,wi)}i∈[M])← d-Encore.Distribute(PK,x,w, st):

1) Parse PK → (crs, pp, pk1, {ii}i∈[M], iAC). Compute {xi}i∈[M] ←
fx

(
{ii}i∈[M],x

)
and {wi}i∈[M] ← fw

(
{ii}i∈[M],x,w

)
.

2) Split the public proving keys into: PK := {enck̄}, and PKi := {cti,k} ∪
{enc′i,k} where enck̄ denotes the encodings of the last w̄− w̄′+ N̄ columns
in Q̄′ matrix, and enc′i,k denotes the entangled encodings w.r.t. sub-circuit i.

3) Output
(
PK, {(PKi,xi,wi)}i∈[M]

)
.

(ansi, ct
′
i)← d-Encore.SubProve(1λ,PKi,xi,wi):

1) Invoke πi ← ΠLPCP.Prove(1
λ, ii,xi). Extract ct′i from πi

as the evaluation result and compute the answer as ans′i ←
mkAdd({mkMul(πi,k, cti,k)}), with {cti,k} parsed from PKi. Moreover,
compute the inner product w.r.t. the entangled encodings {enc′i,k} and denote
the result as ans′′i . Let ansi := (ans′i, ans

′′
i ).

(ans, ct′)← d-Encore.AggProve(1λ,PK, {ansi, ct′i}):

1) Invoke π ← ΠLPCP.Prove(1
λ, iAC,x, {ans′i, ct

′
i}). Extract ct′ as

the evaluation result of the original circuit, and compute ans′ ←
mkAdd({mkMul(πk̄, enck̄)}). And then derive the final answer ans :=
ans′ +

∑
i∈[M] ans

′′
i .

m/⊥ ← d-Encore.Verify(1λ,VK, ct′, ans):

1) Decode µ⃗ ∈ Rℓ′
pd
← mkDec(sk1, sk2, ans).

2) Parse µ⃗ := m⃗∥m⃗′, where m⃗ ∈ Rℓ

pd
and m⃗′ ∈ Rτ

pd
and return 0 directly

if m⃗ · T ̸= m⃗′.
3) Decrypt the evaluation result ct′ into m under sk1 and let V̄io(s̄) ←

V̄io(s̄) + m · ΨV
i∗,k∗ , where k∗ is the wire index in the sub-circuit

i∗ that carries the final output. Similar to W̄io(s̄), Ȳio(s̄). Invoke b ←
ΠLPCP.Verify((V̄io(s̄), W̄io(s̄), Ȳio(s̄)),x, m⃗), and return m if b = 1 and
⊥ otherwise.

Figure 8: The formal protocol of d-Encore.

of AC is zero, (ii,xi,wi) ∈ RSAT for all i with probability
1 − negl(λ). And then based on the knowledge soundness
of the underlying partition function ( Lemma C.1), a PPT
E ′ outputs (x,w) for the original circuit C.



Appendix D.
Ethics Considerations

In this paper, we propose Encore, a SNARK protocol
designed for ring arithmetic, specifically tailored to verifiable
FHE, by following the FHE-over-SNARK paradigm. The
stakeholders potentially affected by our work include users
who seek efficient proof schemes for verifiable FHE tasks,
the researchers working in lattice-based cryptography or
zero-knowledge proofs who may gain insights from our
framework, and society at large w.r.t. the potential misuse
of proof systems.

We have considered the Menlo Report principles: Benefi-
cence, Respect for Persons, Justice, and Respect for Law and
Public Interest. Our evaluations are purely theoretical: no
human participants or sensitive data were involved. Based on
our thorough analysis, our protocol improves efficiency and
scalability, benefiting the verifiable FHE and broader ZKP
communities, which aligns with the principle of Beneficence.
The protocol is designed to be broadly applicable and
unbiased, consistent with the principle of Justice.

Potential harms include misuse of the protocol to generate
proofs for malicious homomorphic evaluations. However, this
risk is mitigated by the soundness of our construction. We
note that side-channel attacks are outside the scope of this
work; practitioners deploying the protocol must account for
such risks.

In summary, we believe that publishing our protocol,
Encore, is ethically justifiable. Its benefits for privacy-
preserving computation and verifiable FHE outweigh the
limited, mitigated risks. No actual experiments involving
end-to-end attacks or sensitive data were performed.

Appendix E.
Meta-Review

The following meta-review was prepared by the program
committee for the 2027 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

E.1. Summary

This paper introduces Encore, a new FHE over SNARK
scheme where the underlying SNARK is based on LPCP
(QAP). Encore results in constant proof size (while down-
grading the LPCP scheme to a variant with designated
verifier). The paper discusses various optimizations, including
extending the scheme to distributed proof generation for
additional performance gains.

E.2. Scientific Contributions

• Provides a Valuable Step Forward in an Established Field.
• Establishes a New Research Direction.

E.3. Reasons for Acceptance

1) Encore provides constant-proof size and depth-
independent verification while natively supporting SIMD
packing. This has the potential to be a useful tool in
future research on verifiable encrypted computation.

2) The core technique of aligning the witness encoding
with the QAP SRS polynomials to achieve an FHE-over-
SNARK scheme is quite interesting.

E.4. Noteworthy Concerns

1) The evaluation largely relies on estimation and would
benefit from more actual experiments.

Appendix F.
Response to the Meta-Review

We provide a reproducible derivation of every reported
runtime in the full version, including a table of measured
per-operation costs for the underlying primitives and a table
of exact operation counts for each phase of our protocol.
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